
Page 1 of 7 2016-IACC-0776 

Risk Assessment of Coordinated Cyber-Physical Attacks Against 

Power Grids: A Stochastic Game Approach 

Longfei Wei, Student Member, IEEE, Arif I. Sarwat, Senior Member, IEEE, and Walid Saad, Senior Member, IEEE 

Abstract-In this paper, the risk assessment of coordinated 
cyber-physical attacks against power grids is investigated using 
a novel game-theoretic framework. In particular, to address the 
dynamic nature of the power grid protection, a stochastic budget 
allocation game is proposed to analyze the strategic interactions 
between a malicious attacker and the grid defender while factoring 
in the attack and defense budget limitations. In this game, the 
attacker intends to maximize the physical impacts of coordinated 
attacks on the grid while the defender aims to minimize these 
impacts. An optimal load shedding problem is formulated to 
measure such physical impacts under successful attacks, and 
these impacts are then incorporated into a learning algorithm 
as inputs for finding the Nash equilibrium of the game. The 
two players' optimal strategies at Nash equilibrium, in terms of 
attacking/protecting the critical grid elements, can be used to assess 
the risk faced by the grid at various states. In addition, the optimal 
defense budget allocation strategy is expressed in terms of the 
corresponding risk. The proposed stochastic game framework is 
tested on the IEEE 9-bus system for illustrative purpose, and risk 
sensitivity to the attack/defense budget variation is analyzed. 

Index Terms-Coordinated attacks, Nash equilibrium, power 
grid protection, risk assessment, stochastic game. 

I. INTRODUCTION 

The modern power grid constitutes the backbone of any 
nation's economy. The cyber-physical nature of its critical 
infrastructures facilitates its effective operation, monitoring and 
control, but renders it to be a high priority target for a range 
of malicious attacks in cyber and physical domains [1]. In
deed, the security of the grid is not guaranteed at all times, 
and some element failures can cause significant problems for 
the producers and consumers of electricity. For example, the 
Blackout on August 14, 2003 [2] showed that even a single 
transmission line outage has cascading effects on an area with 
an estimate of 50 million people and 61,800 megawatts (MW) of 
electric load in the Northeastern and Midwestern United States 
and the Canadian province of Ontario. The North American 
Electric Reliability Corporation (NERC) traditionally requires 
that the bulk electric power grid in an operation state should 
be able to transition into another operation state in case of one 
element failure, cOlmnonly referenced as the N-l contingency 
criteria [3]. 

Compared with accidental single element failures, the well
organized coordinated cyber-physical attacks can not only lead 
to severe physical damages to the grid, but may also potentially 
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nullify the functionality of existing defense mechanisms. A 
class of coordinated cyber-physical attacks was presented in [4] 
whereby physical transmission line attacks and corresponding 
false data injection attacks were considered. False data injection 
attacks, as a special case of cyber attacks, can be implemented 
into the power grid state estimation to mask the line outages 
caused by these physical attacks, and potentially exasperate 
outages to trigger cascading failures. As a result, risk analysis of 
coordinated attacks and devising defense countenneasures are 
both challenging and desirable. 

Risk assessment is identified as a critical part of a security 
framework by most power grid standards and guidelines [5]. An 
attack graph-based framework was developed in [6] to assess the 
risk faced by the power grid control systems, in which the cyber 
attack targeted at control systems was graphed in a tree struc
ture, and the risk was quantified according to existing defense 
mechanisms. In [7], a privilege graph was introduced to analyze 
all potential attack paths that can be exploited by the attacker 
in the advanced metering infrastructure (AMI) system, and an 
exposure metric was derived for evaluating the vulnerability of 
the system. In [8], a mathematical risk assessment framework 
was proposed for analyzing coordinated cyber attacks against 
the supervisory control and data acquisition (SCADA) system 
of the power grid. This work defined the risk of coordinated 
cyber attacks as the product of probability of successful cyber 
intrusion and resulting power grid impacts. 

Furthennore, due to the multi-faced decision making process 
involved in the power grid protection against coordinated cyber
physical attacks, a game-theoretic approach was introduced 
in [9] to analyze the interactions between an intelligent attacker 
and the grid defender. Also, the attack probability to various 
elements of the grid at the game's equilibrium was used to 
assess the risk associated with them. In [10], a zero-sum 
static game between a malicious attacker and the grid operator 
was proposed to compute optimal defense budget allocation 
strategies that seek to protect physical infrastructures of the 
power grid against physical attacks. Risk faced by each physical 
infrastructure was determined by corresponding defense budget 
allocation. In [11], a general-sum game-theoretic framework 
was proposed to explore and evaluate strategies for the power 
grid defender to protect the grid against a variety of physical and 
cyber attacks, where the attack and defense resource limitations 
were considered. Optimal attack/defense resource allocation 
strategies at the game's equilibrium were used for risk analysis 
of each power grid element. 

However, the works in [9]-[11] depend on a static game 
framework, in which the interactions and decision making 
processes between the attacker and defender are assumed to be 
one-shot events. In [12], the dynamic game theory was intro
duced for modeling the attack-defense scenarios in the power 
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TABLE I 
SUMMARY OF NOTATIONS 

Description 

a power grid element's index 
the number of power buses 

the number of generation buses 
the number of load buses 

the number of transmission lines 
the total number of system elements to be protected 

electric power grid digraph 
vertex set of power grid digraph 
edge set of power grid digraph 

attacker's (defender's) action space 
attacker's (defender's) action vector 

attacker's (defender's) mixed strategy space 
attacker's (defender's) mixed strategy 
the maximum attack (defense) budget 

attack (defense) budget implemented for element i 
attacker's (defender's) expected reward 

power grid state space 
a power grid's state 

state transition probability 
fail probability of normal element i 

recovery probability of failed element i 
discount factor to the overall reward 

the discounted-sum reward 

grid while factoring in the dynamic nature of the power grid 
protection. The Nash equilibrium of the formulated dynamic 
game was derived for guiding the grid defender to optimally 
protect power grid elements at different system states. 

The main contribution of this paper is to develop a new game
theoretic framework for assessing the risk faced by a power 
grid in terms of coordinated cyber-physical attacks. In order 
to characterize the dynamic nature of the grid, this problem 
is formulated as a stochastic budget allocation game between a 
malicious attacker and the grid defender. An optimal load shed
ding problem is proposed to quantify the amount of shed load 
under coordinated attacks representing their physical impacts 
on the power grid. Taking these physical impacts as the two 
players' rewards, a novel learning algorithm is devised to enable 
the two players to reach the Nash equilibrium of the game while 
maximizing their respective minimum rewards in a sequence of 
stages. The two players' optimal budget allocation strategies 
at such game's equilibrium can be used to assess the risk 
faced by the power grid in terms of coordinated cyber-physical 
attacks. Furthermore, the defense budget allocation strategy for 
each element of the power grid can be evaluated in terms of 
the defender's Nash equilibrium strategies. Simulation results 
using the IEEE 9-bus system are presented to illustrate the 
proposed framework and deriving different risk under different 
attack/defense budget limitations. 

The rest of the paper is organized as follows. Section II 
presents the attack-defense scenario in the power grid as well 
as the formulated stochastic game. Section III introduces an 
optimal load shedding technology to quantify the the attacker 
and defender's rewards. Then, Section IV derives the Nash 
equilibrium of the proposed stochastic game, and the risk 
faced by the grid is computed based on the two players' 
optimal strategies. Section V presents the simulation results 
while Section VI concludes the paper. 

II. PROBLEM STATEMENT AND GAME FORMULATION 

In this section, we first present the problem of power grid 
protection against coordinated cyber-physical attacks and then, 

formulate a stochastic budget allocation game between the 
attacker and defender. Main notations are listed in Table I. 

A. Problem Statement 
We consider an electric power grid system consisting of N B 

buses including Ng generation buses and Nl load buses and NT 
transmission lines. The network topology of this system can be 
abstracted as a digraph 9(V,£), where V with size NB denotes 
the set of all power buses (vertices), and £ denotes the set of 
NT transmission lines (edges). The total number of elements 
(vertices and edges) of the system that must be defended against 
coordinated cyber-physical attacks is Nc = N B + NT. 

A malicious attacker aims to disrupt the system by allocating 
its limited attack budgets over N c system elements, in order 
to bring the maximum physical damage to the system. The 
budgets possessed by the attacker can contain 1) human budgets 
such as hackers and terrorists, 2) technological budgets such 
as electrical tools and malwares, and 3) economic budgets. 
Let A be the action space of the attacker, and BA be the 
maximum budget that can be implemented for attacking Nc 
system elements at a time. Each attack action a E A can be 
defined as a vector of allocating BA budgets over N c system 
elements: a = [b(, b;f, . . .  , b�, JT, each element denotes the 
budget that action a implements for the corresponding element, 
and ""Ne bA = BA. L..",=l , 

Correspondingly, in order to minimize the risk of the attacks 
against the system, the system defender (administrator) needs 
to distribute its finite defense budgets over Nc system elements 
to protect normal elements or to repair broken elements. The 
budgets possessed by the defender can contain: 1) human 
budgets such as users, administrators, and maintenance staff, 
b) technological budgets such as advanced operation systems 
and monitoring softwares, and c) economic budgets. Let D be 
the action space of the defender, and BD be the maximum 
defense budget that can be implemented at a time. Then, each 
defense action d E D conditions one vector to distribute 
its limited defense budgets over Nc elements of the system: 
d = [bf, b!], ... , b�elT, whose element is th� defense budget 
in action d that committed to the correspondIng element, and 
LN�l bD = BD. Therefore, the attacker's (defender's) action 
sp�Ze J (D) includes all possible methods of allocating its 
limited budget over Nc system elements. 

B. Game Formulation 
The interactions and decision making processes between the 

attacker and defender are analyzed using the dynamic nonco
operative game theory [13]-[17]. In particular, we formulate 
a two-player, discrete time stochastic budget allocation game 
:=: = (S, A, D, RA, RD, T), whose key elements are shown as 
follows: 

• S: Power grid state space, where each state s E S is 
associated with the status of Ns grid elements. 

• A: Action space of the attacker, where each attack action 
a E A represents a method of allocating the attack budget 
over Ns grid elements. 

• D: Action space of the defender, where each defense action 
dE D conditions a defense budget allocation over Ns grid 
elements. 

• II(A) (II(D)): Mixed strategy space of the attacker (de
fender), where each mixed strategy 7rA E II(A) (7rD E 

978-1-4799-8397-1/16/$31.00 © 2016 IEEE 



Page 3 of 7 2016-IACC-0776 

II(D)) yields a probability distribution over action space 
A (D). 

• RA(s, a, d) (RV(s, a, d)): Reward function for the attack
er (defender), under a pair of attack and defense actions 
(a,d) at state s E 5. 

• Ts,s,(a, d): State transition probability from state s E 5 
to state s' E 5 under a pair of attack and defense actions 
(a, d). 

• p�ail (a, d): Fail probability for normal element i failing 
under a pair of attack and defense actions (a, d). 

• piec (a, d): Recovery probability for failed element i recov
ering under a pair of attack and defense actions (a, d). 

The game is played over a finite state space 5, where 
each state is an enumeration of the status of N G elements 
in order. For instance, if we use "1" and "0" to denote the 
normal and failed statuses, respectively. Two states then can be 
defined as: state Sl: {l,l, . . .  ,l,l} for all elements being operated 
normally, and state S2: {0,0, . . .  ,1,1} for all elements being 
operated normally except element 1 and 2. The state transition 
probability Ts,s' (a, d) is derived from corresponding probabil
ities p�ail(a, d) and piec(a, d), i = I, . . .  , N£, based on state s 
and st. For example, TS1,S2 (a, d) = piai'(a, d) xp�ail(a, d) x (1 -
p�ail(a,d))x .. ,x(l- p��(a,d)). 

This game proceeds in time steps. In each time step of the 
game, the attacker takes an action a E A, and, at the same 
time, the defender takes an action dE D. The pair of players' 
actions (a, d) will bring a reward for each of player at the 
current state s E S. Assume the attacker seeks to maximize the 
physical damage towards the system under the pair of actions 
(a, d), while the defender intends to minimize this damage. The 
attacker's rewards will be the negative of the defender's reward 
at each time step, where RA(s,a,d) = -RV(s,a,d). 

Thus far, the immediate rewards at each time step are 
defined for both players, but the proposed stochastic game 3 

still proceeds. In order to quantify the attacker and defender's 
overall rewards in 3, two players' immediate rewards derived 
at each time step should be aggregated together. A popularly 
used method for aggregating these immediate rewards is the 
discounted-sum method [18]. For a pair of attack and defense 
actions (a, d), the overall reward of the attacker can be defined 
the discounted sum of immediate rewards at each time step, 
with a discount factor I E (0, 1): 

00 

QA 
= L it RA(s(t), a, d), (1) 

t=O 

where It represents the relative importance of the reward at 
the time step t in the overall reward QA. Since the defender's 
rewards is the negative of the attacker's reward at each time step, 
the defender's overall reward is just the negative of the attacker's 
overall reward, where QV(s,a,d) = -QA(s,a,d). Therefore, 
the proposed stochastic game 3 is a zero-sum stochastic game. 

The attacker and defender's optimal strategies for the pro
posed stochastic game 3 are characterized by the concept of a 
closed-loop Nash equilibrium [13], [14]: 

Definition 1: The pair of attack and defense mixed strategies 
(7T"A,7T"V) is said to be a closed-loop Nash equilibrium of the 
proposed stochastic game 3 = (5, A, D, RA, RV, T), if, for all 

attack and defense strategies 7T"(A) E lI(A) and 7T"v E lIv, we 
have in state Si E 5, i = 1, ... , Ns: 

QA(7T"A(sd, ···,7T"A(Si), . . .  , 7T"A(SNs), 
7T"v(sd, . . .  , 7T"V(Si), . . .  , 7T"V(SNs)) 

?: QA(7T"A(sd, ···,7T"A(Si), . . .  , 7T"A(SNs), 
7T"V(Sl), . . .  , 7T"V(Si), . . .  , 7T"V(SNs))' 

QV(7T"A(sd, . . .  , 7T"A(Si), · · ·,7T"A(SNs), 
(2) 

7T"v(sd, . . .  , 7T"V(Si), . . .  , 7T"V(SNs)) 
?: QV(7T"A(sd, . . .  , 7T"A(Si), . . .  ,7T"A(SNs), 

7T"V(Sl), . . .  , 7T"v(Si), . . .  , 7T"V(SNs))' 
The existence of a closed-loop Nash equilibrium for stochas

tic games is known only in some very special cases [19]. 
However, for the proposed stochastic game 3, if the attacker and 
defender's mixed strategies are limited to stationary strategies, 
we can present the existence of a closed-loop Nash equilibrium. 
First, the stationary strategy is defined as follows: 

Definition 2: For the proposed stochastic game 3 = 

(5, A, D, RA, RV, T), a stationary strategy is one in which the 
rule of choosing a mixed strategy is the same in each system 
state s E 5, where the attacker and defender's mixed strategies 
satisfy for Vs E 5, 7T"A(S) = 7T"A(S(t)), and 7T"v(s) = 7T"v(s(t)), 
Vt. 

Now, we can present the existence of Nash equilibrium in 
stationary strategies for the proposed stochastic game 3. 

Theorem 1: For the proposed stochastic game 3 

(5, A, D, RA, RV, T), if it satisfies that action sets A and D are 
finite and state transitions T are dominated by some probability 
measures on 5, there exists a stationary Nash equilibrium for 
each discount factor I E (0, 1). 

This theorem was proved in a more general form in [20], 
in which the players' rewards and the discount factor I may 
rely on time, and the state space 5 is a measurable space. If 
we assume that action sets A and D are finite and transition 
probabilities T are dominated by some probability measures on 
5, the proposed stochastic game 3 becomes as a special case 
of stochastic games given in [20]. 

III. OPTIMAL LOAD SHEDDING 

We now calculate the attack and defender's rewards RA and 
RV at each time step of the proposed stochastic game 3, which 
are determined by the physical damage under the pair of attack 
and defense actions (a, d). In the literature [21]-[23], such 
physical damage can be quantified by the cost of load that 
must be shed due to element failures, in which some load must 
to be cut off to avoid a cascading failure. For the power grid 
composed of N B buses including Ng generation buses and Nl 

load buses, let P = [pg; PI ] be the power distribution over N B 

buses, where Pg ?: 0 represents the power generation over Ng 
generation buses and PI :s; 0 represents the load distribution 
over Nl load buses. Additionally, let Z = [Zg; ztJ be the power 
assignment changes over N B buses due to element failures, 
where Zg represents the re-dispatched power at Ng generation 
buses and Zl represents load to be shed at Nl load buses. Finally, 
let Ul be the load cost vector of load buses, an optimal load 
shedding strategy then can be derived by solving the following 
optimization problem: 
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min L=U?ZI, 
z,8 

S.t. rT B sin(rO) - (p + z ) = 0, 

Pgmin :s: P 9 + Zg :s: Pgmax, 

Zgmin :s: Zg :s: Zgmax, 
PI :s: PI + ZI :s: PI max , 
Omin :s: ro :s: Omax, 

Cmin :s: B sin(rO) :s: Cmax, 

(3) 

where Pgmin � 0 and Pgmax � 0 represent, respectively, the 
minimum and maximum outputs at given generation buses. 
Zgmin :s: 0 represents the maximum power can be reduced at 
given generation buses for a time step, and Zgmax � 0 represents 
the maximum power can be increased at given generation buses 
for a time step. Plmax :s: 0 refers to important load that cannot 
be shed at given load buses. 0 is the phase angle at each 
bus. Omin and Omax represent the minimized and maximized 
limitations of the phase angle at each bus, respectively. r is 
the incidence matrix for the topology of the power grid, and 
B is the diagonal matrix whose diagonal entries correspond to 
line admittances. Cmin and Cmax independently represent the 
minimized and maximized power limitations of each branch. 

The first constraint of the formulated problem gives the 
physical power flow equations that must be satisfied during the 
load shedding, where the voltages at N B buses are assumed 
to be fixed. For Ng generation buses, the minimum output of 
some generation buses is an important constraint because of 
the cogeneration, where they must generate certain power to 
ensure the heat supply. Additionally, the output of each power 
plant cannot exceed its maximum output. Therefore, the second 
constraint gives the limitations for generation buses about their 
minimum and maximum outputs. Additionally, the ramping 
capability also exists in generation buses because the power 
plants need certain time to increase or decrease their outputs. 
The constraint for the ramping capability of generation buses 
is given in the third constraint. For NI load buses, in order 
to ensure the uninterrupted power supply to certain load, there 
may be some important load can not be shed at any time for 
load buses, which is shown by PI + ZI :s: Plmax of the fourth 
constraint. And PI :s: PI + ZI in the fourth constraint ensures 
that the load at given load buses can only be shed, not added. In 
order to keep the power grid in a stable state, the phase at N B 

buses and NT transmission line flows are also required to be in 
certain range, which are given in the fifth and sixth constraint, 
respectively. 

For a given time step t, a pair of attack and defense actions 
(a, d) will cause the state (topology) change of the power grid, 
which is represented by the incidence matrix r. Therefore, 
the incidence matrix r should be updated according to the 
current power grid state. For different power grid states, we can 
derive different incidence matrices to represent the topology of 
the power grid. Then, the cost of shed load under the attack, 
denoted by L, will be equal to UIT ZI derived by solving 
(3). The attacker's reward is then given by RA(s(t), a, d) = 
I:s'ES Ts,s' (a, d)L(s'), and the defender's reward RD (s, a, d) 
is just negative of RA(s, a, d). 

IV. GAME SOLUTION 

With the two players' rewards computed, the proposed s
tochastic game :=: can be solved by characterizing the cIosed
loop Nash equilibrium for each state s E S. At the Nash 
equilibrium, one player's strategy is the optimal strategy to 
maximize the minimum overall rewards under the other player's 
optimal strategy. Moreover, the probability of successful attack 
a E .A can be derived according to the two players' optimal 
budget allocation strategies in the Nash equilibrium of the game. 
The risk faced by the power grid is then defined as the product 
of the probability of successful attack and its corresponding 
physical impact on the grid. 

Since the proposed stochastic game :=: is a zero-sum game, 
we can first derive one player's mixed strategies in the Nash 
equilibrium, and the other's mixed strategies can be derived in 
the same way. Here, we first focus on the attacker, and assume 
the following overall reward Q as QA. As shown in [13], the 
attacker's Nash equilibrium strategies can be derived recursively 
through the following dynamic iterations. For an initial overall 
reward Qo, the optimal overall reward Q* for the attacker can 
be derived iteratively as follows: 

Qt+l(s,a,d) = RA(s,a,d) + , L Ts,s,(a,d)V(s'), (4) 
s'ES 

V(s') = max min 7T'�(s')Qt(s', a, d). (5) 
7l'A d 

The attacker's stationary strategy 7T'A (s), 'V s E S derived by (5) 
is the optimal strategy at Nash equilibrium. However, one of 
the drawbacks of this method is that, during each iteration, the 
Q-value is only updated by immediate rewards derived at the 
current time step, but immediate rewards derived at previous 
steps are ignored. Therefore, the algorithm's computational 
complexity grows exponentially with the bus and transmission 
line size of the power grid, and will make it impractical for 
grids with reasonable sizes to be solved by this algorithm. This 
paper introduces a changeable learning rate at = 1/ (t + I)W 
in [17] for each time step t, for W E (0.1, 1), into the above 
algorithm. Using the learning rate at, two new recursions are 
defined for computing the optimal discounted sum of expected 
rewards Q* at time step t, as follows 

Qt+l (s, a, d) = (1 - at)Qt(s, a, d) + at(RA(s, a, d) 
+, L Ts,s' (a, d) x V(s')), (6) 

s'ES 

V(s') = max min 7T'�(s')Qt(s', a, d), (7) 
7l'A d 

for a given initial condition Qo. (7) can be formulated as a 
linear constrained optimization problem: 

max V(s'), 

s.t. 7T'�(s')Qt(s', a, d) :s: V(s'), 'Vd E V. 

(8) 

The attacker's stationary strategy 7T'A (s), 'V s E S derived by 
(8) is the Nash equilibrium strategy. The fixed points of (6) 
and (7), V* and Q*, lead to the optimal maxmin solution for 
the attacker. Correspondingly, the defender's Nash equilibrium 

978-1-4799-8397-1/16/$31.00 © 2016 IEEE 



Page 5 of 7 2016-IACC-0776 

Bus2 BusS Bus7 Bus6 

349MW 328MW 
----'------,-------'-- Bus 1 

Bus4 

-+-- Bus I 

G, 
I08MW 

Bus3 

Fig. 1. The IEEE 9-bus system contains 3 generators, 6 transmission lines, 3 
transformers, and 3 loads. 

strategy 1Tv(s), Vs E S can be obtained by solving the dual of 
the linear constraint optimization (8): 

min Vdual (s'), 
1T def 

s.t. 1T'f,(S')Qt(s', a, d) � Vdual(S'), Va E .A. 
(9) 

For the proposed stochastic games 3, the strong max-min 
property in [24] proves that strong duality applies and Vdual (s') 
is equal to V (s'). Therefore, the tuple of stationary strategies 
(1T:A(S),1Tv(s», Vs E S obtained by (8) and (9) is the Nash 
equilibrium that we are looking for each state of the power 
grid. 

However, in order to balance the exploration/exploitation 
dilemma inherent to the modified algorithm, a c-greedy tech
nology is introduced to select the action at each time step. 
With c-greedy, the operator selects at each time step a random 
action with a fixed probability, ° < c < 1, instead of selecting 
greedily one of the learned optimal actions with respect to the 
Q-function: 

( ') 
{ random action from V, if � < c, 

1TV S = 

optimal solution of problem (9), otherwise, 
( 10) 

where ° � � � 1 is a uniform random number drawn at each 
time step. 

For a given state s E S, the risk faced by the power grid is 
defined as the product of the probability of successful attacks 
and corresponding physical impacts on the grid, which can be 
taken as the cost of the shed load under the given attack action. 
Since the tuple of Nash equilibrium strategies (1T:A(S),1Tv(s» 
gives the optimal attack and defense action selection strategy 
over the two players' action spaces, the probability Pr( s, a) of 
successful attack action a E Aatt at state s can be defined as 
follows: 

dEV iET 

where 1T:A (s, a) and 1Tv (s, d) represents the probability of se
lecting attack action a and defense action d in the tuple of Nash 
equilibrium strategies (1T:A (s ),1TV( s» at state s, respectively. T 
represents the set of grid elements targeted by attack action a. 

The risk faced by the power grid at state s is therefore shown 
as follows: 

f(s) = L Pr(s, a)L(a), (12) 
aEA 

where L(a) is the cost of load that must be shed under 
successful attack action a, which is derived by solving (3). For 
state s, the optimal defense budget allocation for grid element 
i in terms of the corresponding risk is formulated as follows: 

B;(s) = L bp(d)1Tdef(s, d), 
dEV 

(13) 

where i = 1, ... , N E, and bP (d) represents the defense budget 
implemented for element i in defense action d. 

V. SIMULATION RESULT S AND ANALY SIS 

To illustrate the application of the stochastic game theoretic 
approach to the risk assessment of coordinated cyber-physical 
attacks, the IEEE 9-bus system [25], represented by Fig. 1, 
is taken as the test system. We consider that the attacker can 
take both physical attacks and denial-of-service (DoS) attacks to 
disrupt the transmission lines of the system, while the defender 
must implement proper defense mechanisms such as building 
barriers and implementing filters, to reinforce normal trans
mission lines and repair broken lines. For clarity, conciseness, 
and easy illustration of this case study, the attack and defense 
budgets, independently denoted by BA and Bv, are considered 
as dimensionless quantities, i.e., quantities without any physical 
units. In the test system, 6 types of single attacks and 15 types 
of coordinated attacks are investigated. The amount of shed 
load following each of successful attacks is listed in Table II. 
Table II shows that coordinated attacks can lead to more load 
to be shed than single attacks, and attack 7-9, 13-15, l7 and 
19-21 are ten coordinated attacks that can cause more physical 
damages on the grid than other coordinated attacks. Thus, the 
attack action space A contains above ten coordinated attacks, 
where a1 for Line 1 and 2, a2 for Line 1 and 3, a3 for Line 1 
and 4, a4 for Line 2 and 4, a5 for Line 2 and 5, a6 for Line 2 
and 6, a7 for Line 3 and 5, as for Line 4 and 5, a9 for Line 4 
and 6, and alO for Line 5 and 6. Similarly, the defense action 
space V includes ten corresponding defense actions. 

With the two players' action spaces and rewards computed, 
we intend to derive the Nash equilibrium of the proposed 
stochastic game in stationary strategies for each state of the 
power grid. Here, eleven grid states are considered includ
ing state Sl: {1, 1, 1, 1, 1, 1}, state S2 : {0,0, 1, 1, 1, 1}, state S2 : 
{O,O, 1, 1, 1, 1}, state S3 : {O, 1 ,0, 1, 1, 1 }, state S4 : {O, 1, 1,0, 1, 1 }, 
state S5 : { 1,0, 1,0, 1, 1}, state S6 : {1,0, 1, 1,0, 1}, state S7: 
{1,0, 1, 1, 1,0}, state Ss : {1, 1,0, 1,0, 1}, state S9 : { 1, 1, 1,0,0, 1}, 
state SlO : { 1, 1, 1,0, 1,0}, and state Sl1 : { 1, 1, 1, 1,0,0}, where "1" 
and "0" independently denote the normal or failed status of 
transmission lines in order. Given the discount number I = 0.5, 
here, we assume that BA = Bv = 10, and p�ail 

= [bf/ (l + 
bf)] x [1/ (1 + bP)] and p�ec = [bP / (1 + bP)] x [1/ (1 + bf)], 
where b: (V) represents the attack (defense) budget implemented 
on Line i. 

Fig. 2 presents the defender's optimal budget allocation 
strategies for the test system at the Nash equilibrium of the 
proposed game from state Sl to state su. In this figure, we 
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State 53 
9% 

State 57 

<1% 

State 511 
10% 

State 54 

State 5a 

6% 

Line 4 
_Line 5 
_Line 6 

Fig. 2. The defense budget allocation strategies for the test system at the Nash 
equilibrium of the proposed game from state 81 to state 811. 

TABLE II 
SHED LOAD DUE TO ATTACKS IN THE IEEE 9-Bus SYSTEM 

Attack No. Attack Target Shed Load Attack No. Attack Target Shed Load 
(MW) (MW) 

I Line I 0 12 Line 2 and 3 0 
2 Line 2 0 13(a4) Line 2 and 4 352 
3 Line 3 0 14(as) Line 2 and 5 132 
4 Line 4 0 15(a6) Line 2 and 6 27 
5 Line 5 0 16 Line 3 and 4 0 
6 Line 6 0 17(a7) Line 3 and 5 361 
7(al) Line I and 2 120 18 Line 3 and 6 0 
8(a2) Line I and 3 376 19(as) Line 4 and 5 220 
9(a3) Line I and 4 232 20(ag) Line 4 and 6 328 
10 Line I and 5 0 21(alO) Line 5 and 6 135 
II Line I and 6 0 

can see that different defense budget allocation strategies are 
derived in various system states. For instance, at state 81, the 
defender focuses on distributing its budgets on Lines 1, 3, 4 and 
5, which are critical transmission lines that can cause more than 
300 MW of load must be shed if failed. In contrast, the defender 
shifts its focus to Lines 2 and 6 at state 87, which can only lead 
to 27 MW of load to be shed if failed. This observation can 
be explained according to the difference between state 81 and 
87. At state 81, all transmission lines of the grid are operated 
normally. Thus, the defender should implement more budgets 
on protecting critical transmission lines that can lead to severe 
physical damages if failed. However, at state 87, Lines 2 and 6 
have already been out of service. Although Lines 2 and 6 can 
cause less physical impacts on the system if failed, the defender 
need to implement more budgets on repairing them to avert a 
cascading failure on other transmission lines. Furthermore, in all 
broken states from 82 to 811, Lines 2 and 6 are implemented of 
more than 26% budgets, while, in normal state 81, none budget 
is distributed on these two lines. This observation shows that 
Lines 2 and 6 would took important roles if some test system 
lines broken. 

The attacker and defender's Nash equilibrium strategies from 

-" 
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Fig. 3. The risk in each of eleven states for the test system with the discount 
factor 'Y ranging from 0 to 0.9. 

state 81 to state 811 for the test system have been derived 
by solving the proposed stochastic game. The two players' 
optimal budget allocation strategies can be used to assess and 
quantify the associated risk faced by the test system for the 
corresponding state. Here, we assume that BA = Bv = 10, 
and Fig. 3 presents the quantified risks faced by the test system 
from state 81 to state 8U with various discount factors ,. In this 
figure, the x-axis represents the discount factor, ranging from 
o to 0.9, and the y-axis shows the corresponding risk (MW). 
In this figure, we can see that different quantified risks are 
derived as we vary,. Small values of, emphasize near-term 
gains while large values emphasize future rewards. If , = 0, 
the proposed stochastic game becomes a static game, where 
only the current state is considered. For instance, at states 82, 

84, 86, 87, and 89, as we increase, from 0 (static game) to 
0.9 (stochastic game), the risk reduction reaches up to 87.99%, 
87.89%, 87.57%, 82.76%, and 87.41%. Although, at states 85, 

88, and 8lO, the risk is increased as we increase, from 0 to 0.9, 
the risk increase only reaches up to 2.76%, 0.22%, and 1.47%. 

The attack and defense budgets, denoted by BA and BV are 

978-1-4799-8397-1/16/$31.00 © 2016 IEEE 



Page 7 of 7 2016-IACC-0776 

Fig. 4. The risk at state 81 of the proposed game for the test system with respect 
to the various budgets of the attacker and defender that can be implemented at 
a time. 

also key contributors to the risk variation. Given the discount 
factor I = 0.5, Fig. 4 presents the risk variation at state 81 of 
the proposed game for the test system with respect to various 
budgets of the attacker and defender. In this figure, we can see 
that the risk faced by the grid diminishes accordingly with the 
increase of BD. However, the reduction rate of the risk will be 
gradually decreased. For instance, for BA = 10, the increase 
of BD from 10 to 40 yields 13.09 times of risk reduction than 
the increase of BD from 40 to 70. On the contrary, to increase 
the probability of successful attacks and corresponding risks, 
the increase of Batt is much less effective. For example, for 
BD = 70, the addition of BA from 10 to 40 yields the almost 
same risk increase with the addition of BD from 40 to 70. The 
above quantitative analysis provides a basis for the investment of 
the defense budget BD and optimal defense budget allocations. 

VI. CONCLUSIONS 

In this paper, we have presented a novel approach for the 
risk assessment of coordinated cyber-physical attacks against 
power grids, while considering the finite budget owned by the 
attacker and defender that will have an important influence on 
the risk assessment. We have formulated a two-player zero-sum 
stochastic game between the attacker and defender in which 
each player seeks to maximize its respective minimum rewards 
under the opponent's optimal strategy. In order to quantify their 
rewards, the optimal load shedding technology is introduced 
to determine the minimum cost of shed load. Using these 
quantified rewards as input, the attacker and defender's Nash 
equilibrium strategies about its budget allocation are derived by 
solving the proposed stochastic game. At the Nash equilibrium 
of the game, the attack and defense strategies can be used to 
assess the risk for various states of the power grid, and the 
optimal defense budget allocation is formulated in terms of 
the corresponding risk. The IEEE 9-bus grid is used as the 
test system to illustrate solutions of the proposed stochastic 
game theoretic framework for the risk assessment. Simulation 
results have shown that different risks are derived as we vary 
the attack/defense budget. 
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