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Abstract—Owing to the critical nature of the power grid,
coordinated cyber-physical attacks on its critical infrastructure
can lead to disastrous human and economic losses. In this paper,
a stochastic game-theoretic approach is proposed to analyze the
optimal strategies that a power grid defender can adopt to
protect the grid against coordinated attacks. First, an optimal load
shedding technology is devised to quantify the physical impacts
of coordinated attacks. Taking these quantified impacts as input
parameters, the interactions between a malicious attacker and
the defender are modeled using a resource allocation stochastic
game. The game is shown to admit a Nash equilibrium and a
novel learning algorithm is introduced to enable the two players to
reach such equilibrium strategies while maximizing their respective
minimum rewards in a sequence of stages. The convergence of the
proposed algorithm to a Nash equilibrium point is proved and its
properties are studied. Simulation results of the stochastic game
model on the WSCC 9-bus system and the IEEE 118-bus system
are contrasted with those of static games, and show that different
defense resources owned lead to different defense strategies.

Index Terms—Coordinated attacks, optimal load shedding, pow-
er grid security, stochastic game theory.

I. INTRODUCTION

The power grid is one of our nation’s most critical techno-
logical infrastructures which, in turn, renders it susceptible to
a range of physical and cyber attacks [1]. Physical attacks may
disrupt the power plants, transmission lines, and substations of
the power grid. For instance, the California electrical power
substation attack [2] in April 2013 by unidentified gunmen
led to not only power outages, but also underscored the vul-
nerability of the grid. If an attacker has enough expertise in
power grid operation, monitoring and control, it can launch an
attack that can result in long-term power outages over a large
territory of any country. In this context, protecting the power
grid against a variety of attacks is extremely challenging. The
increasing growth of the grid in scale and complexity makes
it impossible both financially and logistically to protect the
entire infrastructure [3]. Moreover, the emergence of the smart
grid, in which new communication and information technologies
are integrated in the power grid has led to new cyber security
concerns and new points of entry for attackers. Cyber attacks
may take advantage of accessibility through the supervisory
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control and data acquisition (SCADA) or advanced metering
infrastructure (AMI) components to attempt to remotely access,
compromise, or control electronic resources. These increasing
threats have particularly culminated with the discovery of the
Stuxnet worm (see [4] and [5]) that infected numerous industrial
control systems in 2010.

Essentially, a cyber-physical system [6]–[8] is any system
that is composed of cyber elements, such as communication
nodes, and physical elements that follow the laws of physics,
such as any control system. In particular, the power grid is
a complex cyber-physical system whose cyber elements, such
as SCADA components, depend on the power supply of the
physical system, such as generators, while the physical system
relies on the cyber system for operation, monitoring and con-
trol. Compared with single cyber or physical attacks, highly
motivated, sophisticated groups are capable of implementing
coordinated cyber-physical attacks on both cyber and physical
components of the power grid [1]. For example, a cyber attack
can seek to disable the power grid failure detection system in
order to facilitate a physical attack against a critical component
of the grid. Coordinated cyber-physical attacks can have a
compounded effect greater than the sum of its individual attacks.
As a result, a comprehensive approach for analyzing optimal
defense strategies against such coordinated attacks must utilize
cyber-physical system interactions to quantify attack impacts
and evaluate corresponding defense mechanisms.

Recently, a wealth of research [9]–[16] based on optimization
theory, Markov decision processes (MDPs) and game theory
has been proposed for defending the power grid against various
attacks. An optimization-theoretic approach to protect power
grid state estimators against false data injection attacks was
proposed in [9], which considered the attack vectors to be
linearized measurement models. This work in [9] demonstrated
that in the case in which a small subset of measurements are
immune to attacks, it is possible to defend against such cyber
attacks. In [10], power grid attack graphs generated by off-the-
shelf model checking technology were interpreted as MDPs,
and the value iteration algorithm was introduced to compute the
probabilities of successful attacks. However, these works ignore
the decision making process of the attacker, and the solutions
of these works only optimize the defender’s actions using the
expected rewards of these actions.

More recently, the application of game-theoretic approaches
for the power grid security, such as in [11]–[16], has attracted
attention due to the inherent ability of such approaches to
capture the multi-faced decision making process involved in
power grid security problems. A zero-sum static game model
was proposed in [11] to compute optimal defense strategies
that seek to protect physical infrastructures of the power grid



1949-3053 (c) 2016 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TSG.2016.2561266, IEEE
Transactions on Smart Grid

IEEE TRANSACTIONS ON SMART GRID, VOL. ??, NO. ?, ? 2016 2

against physical attacks. In order to protect the communication
network of the power grid, a game equilibrium obtained from
a zero-sum static game model between an intentional attacker
and a fusion-based defender was introduced and studied in [12].
In [13], a zero-sum game-theoretic framework was formulated
to investigate the interactive decision-making process between
a sensor node and an attacker who can launch denial-of-service
(DoS) attacks. For defending against false data injection (FDI)
attacks on power grid state estimation, in [14], the least-budget
defense strategy in the game equilibrium was proposed to render
power grids immune to FDI attacks. In [15], a general-sum
game-theoretic framework was proposed to explore and evaluate
optimal defense strategies for the power grid operator to protect
the grid against a combination of cyber and physical attacks.

However, the works in [11]–[15] rely on a static game
formulation in which the dynamics of the power grid are
ignored and the interactions between the attacker and the
defender are assumed to be one-shot events. In [16], a zero-sum
stochastic game was proposed for modeling single transmission
line attack-defense scenarios while focusing on deriving the
probabilistic strategies of the involved players. While inter-
esting, the stochastic game model of [16] focused only on a
single attack (e.g. physical or cyber). Traditionally, power grid
planning techniques have accommodated N − 1 contingency in
their scope. Even if the attacker successfully compromises part
of the cyber-physical power grid system, it is quite possible that
no load shedding will be caused. However, great power failures
could be triggered if the attacker launches coordinated attacks
to compromise multiple parts or functions of the power grid
in cyber and physical aspects. Compared with single attacks,
coordinated attacks, when smartly structured, can not only have
severe physical impacts, but can also potentially nullify the
effect of system redundancy and other defense mechanisms. In
a recent report by North American Electric Reliability Corpo-
ration (NERC), the coordinated attack was identified as one
of the three representative high-impact, low-frequency (HILF)
threats [17]. Indeed, devising new defense mechanisms against
such coordinated attacks is both challenging and desirable.

The main contribution of this paper is to develop a new
framework that enables one to model and analyze how a power
grid can dynamically respond to coordinated cyber-physical at-
tacks. To address this problem, we formulate a stochastic game-
theoretic mechanism to characterize and defend against coor-
dinated attacks. Compared with related game-theoretic works
such as in [11]–[16], we provide several novel contributions.
We identify and classify practical cyber-physical attacks faced
by the power grid, and introduce a new optimal load shedding
technology to quantify the amount of shed load under different
types of attacks representing their physical impacts on the
power grid. Using these quantified physical impacts, we develop
defense mechanisms based on stochastic game models for
dynamically optimizing the security and resiliency of the power
grid, especially against coordinated attacks. A novel learning
algorithm for the proposed stochastic game models is devised
to obtain the defender’s Nash equilibrium strategies that provide
realistic guidelines on how to deploy limited resources for
protecting critical elements of the power grid. Simulation results
using the WSCC 9-bus system and the IEEE 118-bus system
are presented to illustrate the proposed approach and deriving

different defense resource allocation strategies under different
resource limitations.

II. SYSTEM MODEL AND PROBLEM FORMULATION

Consider a power grid system with NV buses and NE branch-
es. This system can be modeled using an undirected graph
G := (V, E) with NV vertices and NE edges. The set of vertices
V = {v1, v2, ..., vNV} represents NV nodes in the graph that can
include generation plants, transformers, substation devices, and
customers. The set E = {e1, e2, ..., eNE} of edges encompasses
NE edges that correspond to transmission lines. Thus, the total
number of elements (vertices and edges) of the system that must
be protected against cyber-physical attacks is NG = NV +NE .

Consider an attacker that seeks to disrupt the system by
distributing its finite attack resources over one or more elements
of the graph to maximize the physical impact on the system.
The resources owned by the attacker can include a) personnel
or hackers that are assigned to the attack, b) technological
resources such as advanced tools or malwares to disrupt the
power grid, and c) economic resources among others. Due to
the resource limitation, we define CA as the maximum number
of attacks that can be carried out at a time, each of which
corresponds to a specific attack. For example, the attacker may
launch a DoS attack over poorly protected wireless channels
to block the communication between power grid sensors and
remote estimators [18]–[21]. Alternatively, the attacker may
plan to launch a physical attack on a high voltage (HV)
transformer. Thus, the action space A of the attacker contains all
possible methods of allocating CA attacks over the NG elements
of the graph.

In order to maximize the system resiliency against such
attacks, the defender needs to allocate its limited defense
resources over the NG elements of the graph to reinforce oper-
ational elements or to repair disabled elements. Similarly, the
defense resources can include a) personnel such as users, admin-
istrators, and support personnel, b) technological resources such
as advanced tools or softwares to reinforce operational elements
or to repair broken elements of the power grid, and c) economic
resources such as investments in new infrastructures or nodes,
among others. Let CD be the maximum number of defense
mechanisms that can be implemented at a time, each of which
is dependent on the type of the attack and the element disrupted.
For instance, for false data injection attacks on the automatic
generation control system, the defense mechanism can be to
implement saturation filters. Alternatively, the defender needs
to build some barriers and fortification for preventing physical
attacks on critical infrastructures. Briefly, the defender should
make sensible decisions about how to allocate finite resources
over elements of the graph. Let D be the action space of the
defender, then, it conditions all possible methods to distribute
CD defense mechanisms over the NG elements of the graph.

In the literature, the physical impact of an attack on the
system is measured by the cost of shed load following the
failure of elements. In order to analyze the physical impacts
of various attacks, attacks on the system can be classified into
two categories: isolated and coordinated. The former can only
destroy one element of the graph at a time, while the latter
can target two or more elements. A coordinated attack that can
collapse a combination of elements will naturally have a more
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detrimental impact, as opposed to a single, isolated attack. For
the system impacted by coordinated attacks, load shedding must
be performed in order to regain stability.

In order to exactly quantify the cost of shed load, we need
to solve an optimal load shedding problem which determines
where and how many load must be shed under successful
attacks. For the system composed of NV buses, we assume
that Ng are generation buses and Nl are load buses. As is
common in [22]–[24], this optimal load shedding problem can
be formulated as a constrained optimization problem, under
the physical constraints of stable power flows. In practice,
the load buses of the power grid may be of different im-
portance. For example, load buses serving critical hospitals
normally have higher importance than load buses stemming
from electric vehicle charging stations. Thus, the weight vector
wl = [wl1, wl2, ..., wlNl

]T is introduced to represent the relative
importance of different kinds of load buses. The optimal load
shedding problem is therefore formulated to minimize the total
cost of shed load at Nl load buses:

min
z,θ

L =

Nl∑
j=1

wljuljzlj ,

s.t. ΓTB sin(Γθ)− (p+ z) = 0,

pgmin ≤ pg + zg ≤ pgmax,

zgmin ≤ zg ≤ zgmax,

pl ≤ pl + zl ≤ plmax,

θmin ≤ Γθ ≤ θmax,

cmin ≤ B sin(Γθ) ≤ cmax,

(1)

where ul = [ul1, ..., ulNl
]T ($/kW) is the load cost vector

whose element represents the independent load values or costs
of the corresponding bus. p = [pg;pl] represents the power
distribution over NV buses, in which pg = [pg1, ..., pgNg

]T ≥ 0
refers to power generation over Ng generation buses while
pl = [pl1, ..., plNl

]T ≤ 0 refers to load distribution over Nl load
buses. z = [zg; zl] represents the changes in power assignment
for NV buses due to element failures and corresponding load
shedding, in which zg = [zg1, ..., zgNg

]T refers to re-dispatched
power at given generation buses while zl = [zl1, ..., zlNl

]T

refers to load to be shed at given load buses. pgmin =
[pgmin1, ..., pgminNg

]T ≥ 0 and pgmax = [pgmax1, ..., pgmaxNg
]T ≥

0 represent, respectively, the minimum and maximum outputs at
given generation buses. zgmin = [zgmin1, ..., zgminNg

]T ≤ 0 rep-
resents the maximum power can be reduced at given generation
buses for a time step, and zgmax = [zgmax1, ..., zgmaxNg

]T ≥ 0
represents the maximum power can be increased at given gen-
eration buses for a time step. plmax = [plmax1, ..., plmaxNl

]T ≤ 0
refers to important load that cannot be shed at given load buses.
θ = [θ1, ..., θNV ]T is the phase angle at each bus. θmin =
[θmin 1, ..., θminNV ]T and θmax = [θmax 1, ..., θmaxNV ]T rep-
resent the minimized and maximized limitations of the phase
angle at each bus, respectively. Γ ∈ RNV×NE is the incidence
matrix for the topology of the power grid, and B ∈ RNE×NE
is the diagonal matrix whose diagonal entries correspond to
line admittances. cmin = [cmin 1, ..., cNminNE ]T and cmax =
[cmax 1, ..., cmaxNE ]T independently represent the minimized
and maximized power limitations of each branch.

The physical interpretations of the optimization problem con-
straints are explained as follows. The first constraint corresponds
to the physical power flow equation that must be satisfied during
the load shedding. The second constraint relates to the minimum
and maximum output limitations for generation buses. The third
constraint represents the ramping capacity for generation buses.
In the fourth constraint, pl + zl ≤ plmax guarantees that some
important load can not be shed at any time for load buses, and
pl ≤ pl + zl guarantees that the load at given load buses can
only be shed, not added. The fifth indicates that, in order to
keep the power system in a stable state, each phase angle of
NV buses should be in such an interval. Similarly, the capacity
limits of transmission lines are given in the sixth constraint.

The first and sixth constraints including trigonometric sine
functions make the load shedding problem to be a non-convex
optimization problem. However, as discussed in [22], the phase
angle differences Γθ ≈ 0 under normal operations of the
power grid, the limits θmin = −π/2 and θmax = π/2
are required to guarantee steady state stability. Thus, the first
constraint can be linearized as ΓTBΓθ − (p + z) = 0, and
the sixth constraint becomes cmin ≤ BΓθ ≤ cmax according
to sin(Γθ) ≈ Γθ for Γθ ≈ 0. The non-convex optimization
problem (1) is therefore linearized as a linear programming
problem that can be solved by efficient techniques including
simplex methods [25] and interior-point methods [26] for opti-
mal solutions. A coordinated attack could lead to a combination
of element failures, then, the incidence matrix Γ representing
the topology of the power grid should be updated according to
the targets of the attack. Taking the updated incidence matrix
Γ as an input parameter, the cost of shed load under the attack,
denoted by L, will then be equal to

∑Nl

j=1 wljuljzlj derived
by (1). Using this optimal load shedding technology, a game-
theoretic approach for analyzing the interactions between the
attacker and the defender is proposed next.

III. GAME MODEL FOR ATTACK-DEFENSE INTERACTIONS

We now mathematically analyze and identify the interactions
between the attacker and the defender using the advanced
tools of stochastic, noncooperative game theory [27]–[31]. In
particular, we formulate a two-player stochastic game in normal
form, Ξ = 〈S,A,D, RA, RD〉, in which the players are the
attacker and the defender. This game is played over a finite
state space and each player has a finite number of actions to
choose from. The main components of the game include:
• S := {s1, s2, ..., sNS} which represents the power grid’s

state space;
• A := {a1, a2, ..., aNA} which represents the attacker’s

action space;
• D := {d1, d2, ..., dND} which represents the defender’s

action space;
• RA(s) := [RA(a, d, s)]NA×ND (S × A × D → R)

which represents the attacker’s expected reward function
corresponding to attack action a ∈ A against defense
action d ∈ D in state s ∈ S;

• RD(s) := [RD(a, d, s)]NA×ND as the defender’s expected
reward function corresponding to defense action d ∈ D
against attack action a ∈ A in state s ∈ S.

In this game, each state s ∈ S of the power grid is associated
with the amount of load, Pshed that is shed in this state. For
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instance, if the total number of load in the grid is Pall, two
states can be defined as follows:
• state s1 : Pshed = 0;
• state s2 : 0 < Pshed ≤ Pall.

Let mS(t) := [Pr{s(t) = s1}, ...,Pr{s(t) = sNS}]T be the
probability distribution over the state space S at time t, then the
state probability distribution at time t+ 1 will be mS [t+ 1] =
T (a, d) ×mS [t], where T (a, d) := [Tsi,sj (a, d)]NS×NS is the
state transition matrix parameterized by attack action a ∈ A and
defend action d ∈ D. The transition matrix entry Tsi,sj (a, d)
represents the probability of state si moving to state sj under
attack action a and defense action d. For the pair of players’
actions (a, d), let pfail

i (a, d) be the probability that the normal
element i of the power grid fails in one time step, and prec

i (a, d)
be the probability of the failed element j of the power grid
recovering in one time step. The entry Tsi,sj (a, d) can be
derived based on two corresponding probabilities pfail

i (a, d)
and prec

i (a, d). Assuming that element i is disrupted by cAi
attacks and protected of cDi defense mechanisms, the failure
probability pfail

i (a, d) not only depends on the types of cAi
attacks, but also on the types of cDi defense mechanisms.
Accordingly, the recovery probability prec

j (a, d) will be also
determined by both the types of cAj attacks and cDj defense
mechanisms implemented on element j. Therefore, a pair of
players’ actions (a, d) can cause the topology and structure
of the power grid to be changed, and the grid transitions
from the current state to another. If we take the number of
power grid’s elements NG = n, the probability of the power
grid transitions from state s1 to state s2 with the transition
probability: Ts1,s2(a, d) = pfail

1 (a, d)+pfail
2 (a, d)+···+pfail

n (a, d).

A. Attacker and Defender’s Strategies
For the power grid composed of NG elements to be protected,

the actions of both the attacker and the defender are constrained
by a finite amount of resources. Thus, the attacker and the
defender can only implement CA attacks and CD defense
mechanisms, respectively, at a given time. We define each attack
action vector ai ∈ A, i = 1, ..., NA, as a method of allocating
an attacker’s finite resources over NG elements:

ai = [cAi,1, c
A
i,2, ..., c

A
i,NG ]T , (2)

NG∑
j=1

cAi,j = CA, (3)

where 0 ≤ cAi,j ≤ CA, j = 1, 2..., NG , represents the number
of attacks related to action ai that target element j of the grid.
Similarly, each defense action vector di ∈ D, i = 1, ..., ND,
conditions one method to distribute its limited defense resources
over NG elements:

di = [cDi,1, c
D
i,2, ..., c

D
i,NG ]T , (4)

NG∑
j=1

cDi,j = CD, (5)

where 0 ≤ cDi,j ≤ CD, j = 1, 2..., NG , denotes the number
of defense mechanisms in action di that the defender plans to
commit to element j of the grid.

For this game, we consider mixed strategies [28]–[31], in
which the attacker and the defender’s strategies are defined as
probability distributions over their action spaces A and D. Thus,
the attacker’s mixed strategy for a given state s will be:

πA(s) := [Pr{a(s) = a1}, ...,Pr{a(s) = aNA}]T , (6)
NA∑
i=1

Pr{a(s) = ai} = 1, (7)

where Pr{a(s) = ai} represents the probability of choosing
attack action ai in state s ∈ S, and πA(s) yields the probability
distribution over the attacker’s action space A. Correspondingly,
the defender’s mixed strategy in state s is given by:

πD(s) := [Pr{d(s) = d1}, ...,Pr{d(s) = dND}]T , (8)
ND∑
i=1

Pr{d(s) = di} = 1, (9)

where Pr{d(s) = di} indicates the likelihood of selecting
defense action di in state s ∈ S , and πD(s) derives the
probability distribution over the defender’s action space D.

B. Nash Equilibrium Strategies
In this game, for a given state s ∈ S, a pair of players’

actions (a, d) will lead to an immediate expected reward for
both players. For the attacker, the expected reward, denoted by
RA(a, d, s), is measured by the expected cost of shed load due
to the element failures of the power grid. RA(a, d, s) will then
be equal to

∑
s′∈S [Ts,s′(a, d)×

∑Nl

j=1 wljuljzlj ], where the cost
of shed load

∑Nl

j=1 wljuljzlj is derived by (1). The attacker
intends to maximize its expected reward, while the defender
aims to minimize it. Thus, the defender’s expected reward is
just the negative of the attacker’s expected reward, denoted by
RD(a, d, s) = −RA(a, d, s). The proposed stochastic game Ξ
is therefore a zero-sum stochastic game.

Moreover, this game can be considered as a collection of
static games at each time step; the attacker and the defender
repeatedly play games from this collection, and the particular
game played at any given time depends probabilistically on the
previous game played and on the actions taken by all players
in that game. For example, given state s ∈ S, the attacker
and the defender independently choose actions a ∈ A and
d ∈ D, and receive immediate expected rewards RA(a, d, s)
and RD(a, d, s). The state then transits to the next state s′ based
on the fixed transition probability Ts,s′(a, d). New expected
rewards RA(a, d, s′) and RD(a, d, s′) will be obtained in the
new state. We have specified the immediate rewards of the
attacker and the defender at each stage game, but not how
these rewards are aggregated into an overall payoff. To solve
this problem, the most commonly used aggregation method is
the discounted-sum reward [32]. For an attack action a and a
defense action d, the discounted-sum reward of the attacker is
the discounted sum of expected rewards at each time step t,
with a discount factor γ ∈ [0, 1):

Q :=
∞∑
t=0

γtRA(a, d, s(t)), (10)

where γt represents the weight of the immediate reward at
the time step t, given by RA(a, d, s(t)), which denotes the
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relative importance of the immediate reward in the overall
payoff. Small values of γ emphasize near-term gains while
large values emphasize future rewards. Correspondingly, the
defender’s discounted-sum reward is the negative of the number.

In this game, the attacker aims to maximize the discounted
sum of expected rewards Q, while facing the defender who
intends to minimize it. In order to solve for the two players’
optimal strategies of a stochastic game in normal form such as
Ξ, one popular solution is that of a closed-loop Nash equilibri-
um [27], [28]. A Nash equilibrium is a state of the game such
that no player can increase its reward by unilaterally deviating
from this equilibrium state. Formally, the Nash equilibrium of
the proposed stochastic game Ξ is defined as follows:

Definition 1: Consider the proposed stochastic game Ξ =
〈S,A,D, RA, RD〉, where expected rewards RA and RD are
derived by solving the optimal load shedding problem (1), a
Nash equilibrium solution of the proposed game is a two-tuple
of mixed strategies {π∗A,π∗D}, where π∗A = {π∗A(s)|s ∈ S}
and π∗D = {π∗D(s)|s ∈ S}, such that, for all attack mixed
strategies πA(s) and defense mixed strategies πD(s), s ∈ S,
it satisfies the following set of inequalities in state si ∈ S ,
i = 1, ..., NS :

Q(πA(s1), ...,π∗A(si), ...,πA(sNS ),

πD(s1), ...,πD(si), ...,πD(sNS ))

≥ Q(πA(s1), ...,π∗A(si), ...,πA(sNS ),

πD(s1), ...,π∗D(si), ...,πD(sNS ))

≥ Q(πA(s1), ...,πA(si), ...,πA(sNS ),

πD(s1), ...,π∗D(si), ...,πD(sNS )).

(11)

However, the existence of Nash equilibrium in stochastic
games is not immediate: for static games, the existence of
Nash equilibrium is guaranteed by Nash’s theorem [27], but
in case of stochastic games, the possible number of strategies
is infinite [33]. The existence of Nash equilibrium is known
only in very special cases of stochastic games. Fortunately, if
we limit our study to stationary optimal strategies by solving
two players’ mixed strategies in each state instead of each time
step, where the attacker’s mixed strategy πA(s) = πA(s(t)),
∀t and the defender’s mixed strategy πD(s) = πD(s(t)), ∀t are
optimal, it has been proved in [34] that there exists a unique
Nash equilibrium in stationary strategies for two-player zero-
sum discounted stochastic games. Therefore, there always exists
a Nash equilibrium for guiding the attacker and the defender
with the stationary strategy selection in the proposed stochastic
game Ξ.

IV. GAME SOLUTION

We now solve the proposed stochastic game Ξ. Our objective
is to characterize the attacker and the defender’s Nash equi-
librium strategies for each state s ∈ S , where one player’s
Nash equilibrium strategy is the optimal strategy to maximize
the minimum discounted sum of expected rewards under the
opponent’s optimal strategy. Due to the zero-sum nature of
the game, it is sufficient to describe the solution of optimal
strategies for only one player. Therefore, hereinafter, we focus
on the defender’s side of the game as the attacker’s solution
will be analogous.

Using the minimax Q-learning algorithm in [27], the de-
fender’s Nash equilibrium strategies can be derived recursively
through the following dynamic programming approach. At time
step t, the optimal discounted sum of expected rewards Q∗ in
state s under a pair of player actions (a, d) can be devised
iteratively by following recursions:

Qt+1(s, a, d) = RA(a, d, s) + γ
∑
s′∈S

Ts,s′(a, d)V (s′), (12)

V (s′) = min
πD

max
a
πTD(s′)Qt(s

′, a, d), (13)

for a given initial condition Q0. The defender’s mixed strategy
π∗D(s), ∀s ∈ S calculated by (13) is the Nash equilibrium
strategy. Unfortunately, every iteration of this algorithm just
depends on rewards derived at the current time step while
ignoring those derived before. Therefore, the computational
complexity of such algorithm grows exponentially with the size
of the power grid, making it impractical for grids of reasonable
sizes. Inspired by the improved linear programming algorithm
for MDPs in [31], we introduce a changeable learning rate
αt = 1/(t+ 1)ω for each time step t, for ω ∈ (1/2, 1],
into the minimax Q-learning algorithm. Using the learning rate
αt, two new recursions are defined for computing the optimal
discounted sum of expected rewards Q∗ at time step t shown
as follows:

Qt+1(s, a, d) = (1− αt)Qt(s, a, d) + αt(R
A(a, d, s)

+γ
∑
s′∈S

Ts,s′(a, d)× V (s′)), (14)

V (s′) = min
πD

max
a
πTD(s′)Qt(s

′, a, d), (15)

for a given initial condition Q0. (15) can be formulated as a
linear constrained optimization problem:

min
πD

V (s′),

s.t. πTD(s′)Qt(s
′, a, d) ≤ V (s′), ∀a ∈ A.

(16)

The defender’s mixed strategy π∗D(s), ∀s ∈ S calculated by
(16) is the Nash equilibrium strategy. The fixed points of (14)
and (15), V ∗ and Q∗, lead to the optimal minimax solution for
the defender. Correspondingly, the attacker’s Nash equilibrium
strategy π∗A(s), ∀s ∈ S can be obtained by solving the dual of
the linear constraint optimization (16):

max
πA

Vdual(s
′),

s.t. πTA(s′)Qt(s
′, a, d) ≥ Vdual(s

′),∀d ∈ D.
(17)

For zero-sum stochastic games, the strong max-min property
in [26] proves that strong duality applies and Vdual(s

′) is equal
to V (s′). Therefore, the tuple of Nash equilibrium strategies
(π∗D(s),π∗A(s)), ∀s ∈ S obtained by (16) and (17) is the Nash
equilibrium that we are looking for each state of the power
grid. The procedure of computing the Nash equilibrium of the
proposed stochastic game Ξ is detailed presented in Table I.

In the proposed algorithm, the whole state space S must be
evaluated for deriving the Nash equilibrium of the proposed
stochastic game Ξ. However, in practice, the players may focus
on a small subset of S, which corresponds to the current power
grid conditions [35]. In such a case, we define I as the set of
states that the two players are interested in. Then, to reduce
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TABLE I
PROPOSED ALGORITHM

Phase 1 - Security Game Formulation:
a) Define the power grid state space S and the attacker’s action
space A based on potential threats on the grid.
b) Determine the defender’s action space D corresponding to A.

for ∀s ∈ S, a ∈ A and d ∈ D do
c) Derive state transition matrix T (a, d), a ∈ A and d ∈ D
using probabilities pfail(a, d) and prec(a, d) proposed in Section III.
d) Derive optimal cost L(s, a, d) of shed load according to (1).
e) Derive attacker and defender’s expected reward RA(s, a, d) and
RD(s, a, d) according to

∑
s′∈S Ts,s′ (a, d)L(s, a, d).

end for
Phase 2 - Security Game Solution:

Next, solve the Nash equilibrium of the formulated security game
Ξ = 〈S,A,D, RA, RD〉.
a) Set initial Q0(s, a, d) and V (s), ∀s ∈ S, a ∈ A and d ∈ D.
b) Define the learning rate αt = 1/(t+ 1)ω , for ω ∈ (1/2, 1].

repeat
for ∀s ∈ S do

for ∀a ∈ A and ∀d ∈ D do
c) Update Qt+1(s, a, d) according to (14).

end for
d) Update linear programming V (s) according to (16).
e) Derive optimal defense strategy by solving V (s).
f) Update dual problem Vdual(s) according to (17).
g) Derive optimal attack strategy by solving Vdual(s).

end for
until reward sequence {Qt} derived converges to the
equilibrium Q∗.

the computational complexity, we can eliminate the states that
are not likely to be reached by the players. To decide if a state
s′ /∈ I needs to be evaluated, we define a closeness value,
βs′ , which bounds the highest probability of transitioning to
state s′ from state s ∈ I, where the transition probabilities are
considered. We only evaluate and update the value of a state
when its closeness value exceeds a threshold parameter, given as
δ ∈ (0, 1]. Otherwise, the state is not considered. For all states
s ∈ I, we have βs = 1, and βs′ = 0 for all the other states s′ /∈
I initially. Then, for computing the value V (s) of a state s (with
βs ≥ δ), we assign βs′ as max{βs′ , βs × Ts,s′(a, d)} for state
s′. Intuitively, the step means that we always use the highest
closeness value of a state s′ /∈ I (whether it connects to a
state s ∈ I directly or through other uninteresting but important
states), to decide whether to include the state in the computation.
We only update V (s) (and compute the corresponding optimal
player strategies) for all s where βs ≥ δ. Here, δ controls the
tradeoff between the efficiency and accuracy of solutions.

Next, we would like to prove the convergence of the proposed
algorithm, where the reward sequence {Qt}t→∞ derived by
the algorithm converges to the optimal point Q∗, given by
RA(s, a, d) + γ

∑
s′∈S Ts,s′(a, d)×V (s′,π∗D(s′),π∗A(s′)). Let

Q be the space of all reward functions, and define Pt : Q → Q
as a mapping on the reward space Q into the reward space Q,
where

PtQ = RA(s, a, d) + γ
∑
s′∈S

[Ts,s′(a, d)

×min
πD

max
a
πTD(s′)Qt(s

′, a, d)].
(18)

Then, the convergence of the proposed algorithm follows from
the application of the following Lemma in [31], which estab-
lishes convergence given three conditions.

Lemma 1: Assume that the learning rate αt ∈ [0, 1] satisfies
the following condition that, for all state s ∈ S, a ∈ A, d ∈ D,

Fig. 1. The IEEE 118-bus system contains 19 generators, 177 transmission lines,
9 transformers, and 91 loads, in which all 118 buses are separated into three
areas.

and time t, such that
∞∑
t=0

αt(s, a, d) =∞,
∞∑
t=0

[αt(s, a, d)]2 <∞. (19)

And the mapping Pt : Q → Q satisfies the following condition:
there exists a number γ ∈ (0, 1) and a sequence {λt} ≥ 0
converging to zero with probability 1 such that

‖PtQ− PtQ∗‖ ≤ γ‖Q−Q∗‖2 + λt, (20)

for all Q ∈ Q and Q∗ = E[PtQ
∗], then the iteration defined by

Qt+1 = (1− αt)Qt + αt[PtQt], (21)

converges to Q∗ with probability 1.
In order for the condition in Lemma 1 that ‖PtQ−PtQ∗‖ ≤

γ‖Q−Q∗‖2 + λt to hold in the proposed algorithm, we have to
restrict the domain of the reward functions in Q. Our restriction
focuses on the stage games (Qt(s)) encountered during learning
with special types of Nash equilibrium points: global optima,
and saddles. Therefore, a following assumption about these
stage games is proposed for the convergence proof of the
proposed algorithm.

Assumption 1: Every stage game (Qt(s)), ∀t and ∀s ∈ S,
has a global optimal point or a saddle point, and players’
expected rewards in this equilibrium are used for updating the
discounted sum of expected rewards Q.

Now, we can present the convergence of the algorithm.
Theorem 1: Under Lemma 1 and Assumption 1, the reward

sequence {Qt}t→∞ derived by the proposed algorithm in Table
I converges to the optimal point Q∗.

V. SIMULATION RESULTS AND ANALYSIS

We present simulation results on the WSCC 9-bus sys-
tem [36] and the IEEE 118-bus system [37] represented by
Fig. 1 to illustrate the solutions of the proposed stochastic
game and evaluate the performance of the proposed algorithm.
For simulating the game, we consider both physical attacks
and denial-of-service (DoS) attacks targeted at disrupting the
transmission lines of the system. The defender must implement



1949-3053 (c) 2016 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TSG.2016.2561266, IEEE
Transactions on Smart Grid

IEEE TRANSACTIONS ON SMART GRID, VOL. ??, NO. ?, ? 2016 7

(a) state s1

(b) state s2
Fig. 2. The attacker and the defender’s Nash equilibrium strategies in two states
of the proposed game with various discounted factors γ for the WSCC 9-bus
system. (a) state s1. (b) state s2.

proper defense mechanisms such as building barriers and imple-
menting filters, to reinforce normal transmission lines and repair
broken lines. Due to finite attack resources, here, we assume
that the attacker can only implement 6 attacks at a time, each
of which corresponds to a specific attack for one transmission
line. Similarly, we assume 5, 10, 20, and 40 defense mechanisms
that can be carried out at a time for protecting transmission
lines, respectively. Additionally, we intend to derive the Nash
equilibrium of the proposed game Ξ in stationary strategies for
each state of the power grid. Here, two power grid’s states are
considered including state s1: Pshed = 0 that no load has to be
shed, and state s2: Pshed > 0 that load must be shed to balance
the load with generation.

In the WSCC 9-bus system, 6 types of isolated attacks and
15 types of coordinated attacks are investigated. The amount of
shed load following each of successful attacks is listed in Table
II. Table II shows that coordinated attacks can lead to more load
to be shed than isolated attacks, and attack 7-9, 13-15, 17 and
19-21 are ten coordinated attacks that can cause more physical
damages on the system than other coordinated attacks. Thus, the
attack action space A contains above ten coordinated attacks,
where a1 for Line 1 and 2, a2 for Line 1 and 3, a3 for Line 1
and 4, a4 for Line 2 and 4, a5 for Line 2 and 5, a6 for Line 2
and 6, a7 for Line 3 and 5, a8 for Line 4 and 5, a9 for Line 4
and 6, and a10 for Line 5 and 6. Similarly, the defense action
space D includes ten corresponding defense actions.

Fig. 2 presents the attacker and the defender’s Nash equi-
librium strategies in states s1 and s2 for the WSCC 9-bus
system with various discount factors γ. In this figure, the y-
axis shows the probability with which a certain attack or defense
action will be chosen. Here, we assume 10 defense mechanisms
that can be implemented, and define the fail probability as
pfail
i = [cAi /(1+cAi )]×[1/(1 + cDi )] and the recovery probability

(a) state s1

(b) state s2
Fig. 3. The attacker and the defender’s Nash equilibrium strategies in two states
of the proposed game with various discounted factors γ for the IEEE 118-bus
system. (a) state s1. (b) state s2.

TABLE II
SHED LOAD DUE TO ATTACKS IN THE WSCC 9-BUS SYSTEM

Attack No. Attack Target Shed Load Attack No. Attack Target Shed Load
(MW) (MW)

1 Line 1 0 12 Line 2 and 3 0
2 Line 2 0 13(a4) Line 2 and 4 352
3 Line 3 0 14(a5) Line 2 and 5 132
4 Line 4 0 15(a6) Line 2 and 6 27
5 Line 5 0 16 Line 3 and 4 0
6 Line 6 0 17(a7) Line 3 and 5 361
7(a1) Line 1 and 2 120 18 Line 3 and 6 0
8(a2) Line 1 and 3 376 19(a8) Line 4 and 5 220
9(a3) Line 1 and 4 232 20(a9) Line 4 and 6 328
10 Line 1 and 5 0 21(a10) Line 5 and 6 135
11 Line 1 and 6 0

as prec
i = [cDi /(1 + cDi )]× [1/(1 + cAi )], where ca(d)i represents

the number of attacks (defense mechanisms) related to action
a (d) that targeted at the transmission line i of the system. In
Fig. 2, we can see that the proposed game derives different Nash
equilibrium strategies as we vary the discount factor γ from 0
(static game) to 0.9. For instance, Fig. 2(a) shows that in state s1
of the static game, the attacker focuses on taking attack actions
a2, a3, a7 and a8 that could lead to more load to be shed when
the attack succeeds. In contrast, the attacker shifts its focus to
attack action a6 in the stochastic game, in which less impacts
are caused. This observation can be explained according to the
defender’s strategy selection. In both the static game and the
stochastic game, the defender focuses on taking defense actions
d2, d3, d7 and d8. Although attack actions a2, a3, a7 and a8
could lead to higher physical damages on the system, they are
difficult to be successful under a thorough protection of the
defender. Thus, the attacker shifts its focus to the easier target.

For a bulk power grid, the failure of an element in the grid
due to cyber-physical attacks may cascade to other parts of
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(a) state s1

(b) state s2
Fig. 4. The attacker and the defender’s Nash equilibrium strategies in two states
of the proposed stochastic game for the WSCC 9-bus system with various
defense mechanisms can be implemented at a time. (a) state s1. (b) state s2.

the grid and cause the failure of other interdependent elements.
This process can be cascaded back and forth between multiple
interdependent elements, resulting in a catastrophic failure. Con-
trolled islanding is the last countermeasure for a bulk power grid
when it suffers from severe cascading contingencies, in which
the objective of controlled islanding is to maintain the stability
of each island and to keep the total loss of loads of the whole
system to a minimum. Based on controlled islanding strategies
in [38], [39], the IEEE 118-bus system is separated into three
areas for analysis, and the coherent stability is guaranteed within
an area under coordinated attacks targeted at two elements. In
the IEEE 118-bus system, 40 types of coordinated attacks are
investigated in 4 scenarios, respectively. In scenario 1-3, ten
attacks are explored for each of three areas of the system, where
attack 1-10 for Area 1, attack 11-20 for Area 2, and attack
21-30 for Area 3. In scenario 4, attack 31-35 investigated are
five attacks occurred between Area 1 and 2, while attack 36-
40 are carried out between Area 2 and 3. The amount of shed
load following each of successful attacks is listed in Table III.
From Table III, we can find that attack 1, 11-15, 21, 24 and
27 are nine coordinated attacks with higher physical impacts
on the system than others. Therefore, the attack action space A
contains above nine coordinated attacks, where a1 for Line 1
and 2, a2 for Line 59 and 60, a3 for Line 59 and 61, a4 for
Line 59 and 62, a5 for Line 59 and 63, a6 for Line 60 and
61, a7 for Line 121 and 122, a8 for Line 121 and 125, and a9
for Line 122 and 125. Similarly, the defense action space D
contains nine corresponding defense actions.

Given the same setting as the WSCC 9-bus system, Fig.
3 presents the attacker and the defender’s Nash equilibrium
strategies in states s1 and s2 for the IEEE 118-bus system
with various discount factors γ. In Fig. 3, we can also find
that the Nash equilibrium derived by the proposed stochastic

(a) state s1

(b) state s2
Fig. 5. The attacker and the defender’s Nash equilibrium strategies in two states
of the proposed stochastic game for the IEEE 118-bus system with various
defense mechanisms can be implemented at a time. (a) state s1. (b) state s2.

TABLE III
SHED LOAD DUE TO ATTACKS IN THE IEEE 118-BUS SYSTEM

Attack No. Attack Target Shed Load Attack No. Attack Target Shed Load
(MW) (MW)

1(a1) Line 1 and 2 196 21(a7) Line 121 and 122 196
2 Line 1 and 3 0 22 Line 121 and 123 0
3 Line 1 and 4 0 23 Line 121 and 124 0
4 Line 1 and 5 0 24(a8) Line 121 and 125 122
5 Line 2 and 3 0 25 Line 122 and 123 0
6 Line 2 and 4 0 26 Line 122 and 124 0
7 Line 2 and 5 0 27(a9) Line 122 and 125 35
8 Line 3 and 4 0 28 Line 123 and 124 0
9 Line 3 and 5 0 29 Line 123 and 125 0
10 Line 4 and 5 0 30 Line 124 and 125 0
11(a2) Line 59 and 60 194 31 Line 1 and 59 0
12(a3) Line 59 and 61 197 32 Line 1 and 60 0
13(a4) Line 59 and 62 34 33 Line 2 and 59 0
14(a5) Line 59 and 63 122 34 Line 2 and 60 0
15(a6) Line 60 and 61 36 35 Line 2 and 61 0
16 Line 60 and 62 0 36 Line 108 and 116 0
17 Line 60 and 63 0 37 Line 108 and 118 0
18 Line 61 and 62 0 38 Line 116 and 118 0
19 Line 61 and 63 0 39 Line 116 and 126 0
20 Line 62 and 63 0 40 Line 118 and 126 0

game varies with different discount factors γ. However, Fig.
3(a) shows in state s1, the defender’s Nash equilibrium strategy
varies less with different discount factors γ than the WSCC 9-
bus system. Compared with the WSCC 9-bus system, the IEEE
118-bus system has a larger scale and the attack targets are
less connected, the transmission lines targeted to be attacks are
more independent between each other. Moreover, as state s1 is
the safe state without load to be shed, the defender’s objective is
just to reinforce the transmission lines against potential attacks.
Thus, the defender’s Nash equilibrium strategy varies little of
different game models. Similarly, Fig. 3(b) shows the attacker’s
Nash equilibrium strategy varies little of different game models
in the danger state s2.
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Fig. 6. The expected costs of shed load resulting from the stochastic game
approach using various algorithms for two states of the WSCC 9-bus system.

Fig. 4 presents the attacker and the defender’s Nash equilibri-
um strategies in states s1 and s2 of the proposed stochastic game
for the WSCC 9-bus system with various defense mechanisms
that can be implemented at a time. Given the discount number to
γ = 0.7, here, we assume 5, 10, 20, and 40 defense mechanisms
that can be carried out at a time for protecting transmission
lines, respectively. In Fig. 4, we can see that different defense
resources owned could lead to two players’ different Nash
equilibrium strategies. For instance, Fig. 4(a) shows that when
5 defense mechanisms can be implemented, the attacker just
focuses on attack action a6 targeting the transmission lines 2
and 6. However, with 40 defense mechanisms implemented, the
attacker shifts some part of its focus to attack action a5, where
it also adds the the transmission line 5. Similarly, Fig. 5 shows
two players’ Nash equilibrium strategies in two states of the
proposed stochastic game for the IEEE 118-bus system with
defense mechanisms can be implemented at a time.

Fig. 6 presents the expected cost of shed load resulting from
the stochastic game approach for states s1 and s2 of the WSCC
9-bus system. Here, we choose 10 defense mechanisms that
can be implemented, and we let γ = 0.9. As we define the
same threshold ∆ = e−3 for the termination of the minimax
Q-learning algorithm and the proposed algorithm, in Fig. 6, we
can see that the curve of the minimax Q-learning algorithm
vanishes earlier than the curves of the proposed algorithm,
which illustrates that the minimax Q-learning algorithm requires
less iterations for converging to the Nash equilibrium compared
with the proposed algorithm. However, compared with the min-
imax Q-learning algorithm, the proposed algorithm yields lower
expected costs of shed load for the defender. In particular, the
proposed algorithm yields an expected cost reduction ranging
between 7.14% (for ω = 0.65) and 14.29% (for ω = 0.85)
in state s1 of the system relative to the minimax Q-learning
algorithm. Fig. 6 also shows that, as ω increases, the proposed
algorithm reaches a lower expected costs of shed load due to
the decrease of the learning rate αt = 1/(t+ 1)ω .

Fig. 7 presents the expected cost of shed load resulting from
the stochastic game approach using the proposed algorithm
for states s1 and s2 of the WSCC 9-bus system with various
discount factors. The performance of the proposed algorithm
is compared for various discount factors γ. In this figure, as
we define the same threshold ∆ = e−3 for the termination of
all proposed algorithms of various discount factors γ, we can
find, as the discount factor increases, the curve of the proposed
algorithm continues more iterations, which shows that more

Fig. 7. The expected costs of shed load resulting from the stochastic game
approach using the proposed algorithm for two states of the WSCC 9-bus system
with various discount factors.

iterations are needed for the proposed algorithm to converge
with the increase of the discount factor. However, the algorithm
results in a higher expected costs of shed load with the increase
of the discount factor. For instance, the proposed algorithm with
the discount factor γ = 0.9 converges to an expected cost
166.67% higher than the cost of γ = 0.3 in state s1 of the
system.

VI. CONCLUSIONS
In this paper, we have presented a novel approach for analysis

of the complex interactions between the attacker and the de-
fender in the power grid, while considering the finite resources
owned by the attacker and the defender that will have an impor-
tant influence on their strategy selections. We have formulated a
two-player zero-sum stochastic game between the attacker and
the defender in which each player seeks to maximize its respec-
tive minimum rewards under the opponent’s optimal strategy.
In order to quantify their rewards, the optimal load shedding
technology is introduced to determine the minimum cost of
shed load. Using these quantified rewards as input, the attacker
and the defender’s Nash equilibrium strategies are derived by
the proposed algorithm. The convergence of the algorithm and
its properties are studied. The WSCC 9-bus system and IEEE
118-bus system are used as test models to illustrate solutions
of the proposed game theoretic framework which can explore
and evaluate the defense strategies for protecting the power grid
against coordinated attacks. Simulation results have shown that
the attacker and the defender should take different strategies
corresponding to the resources owned.

APPENDIX

A. Convergence Proof of Theorem 1
Proof: Similar with Lemma 1, our proof establishes con-

vergence given three conditions. Since the learning rate αt
defined by 1/(t+ 1)ω in the proposed algorithm satisfies∑∞
t=0 αt(s, a, d) =∞ and

∑∞
t=0[αt(s, a, d)]2 <∞, two other

conditions for convergence need to be proved. First, we prove
that the proposed algorithm satisfies Q∗ = E[PtQ

∗].
Based on (12) and (13), we have

Q∗(s, a, d)

=
∑
s′∈S

Ts,s′(a, d) · [RA(a, d, s) + γ
∑
s′∈S

(Ts,s′(a, d)min
π∗D

max
a

π∗
T

D (s′)Q∗(s, a, d))]

=E[PtQ
∗].

(22)
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Next, if ‖PtQ− PtQ′‖ ≤ γ‖Q−Q′‖, ∀Q,Q′ ∈ Q, is guar-
anteed, the convergence of the proposed algorithm is proved.

‖PtQ− PtQ′‖
= max

s∈S
|γπTD(s)Q(s)− γπ

′T
D (s′)Q(s′)|

≤ γ|πTD(s)Q(s)− π
′T
D (s′)Q(s′)|.

(23)

We proceed to prove that

|πTD(s)Q(s)− π
′T
D (s′)Q(s′)| ≤ γ‖Q−Q′‖. (24)

Suppose that πD(s) and π′D(s) satisfies Assumption 1, which
indicates that they are global optimal points or saddle points. If
πTD(s)Q(s)− π′TD (s′)Q(s′) ≥ 0, we have

|πTD(s)Q(s)− π
′T
D (s′)Q(s′)|

=πTD(s)Q(s)− π
′T
D (s′)Q(s′)

≤ π
′T
D (s)Q(s)− π

′T
D (s′)Q(s′)

≤ π
′T
D (s)‖Q(s)−Q(s′)‖

=‖Q(s)−Q(s′)‖.

(25)

Similarly, if πTD(s)Q(s)− π′TD (s′)Q(s′) < 0, we have

|πTD(s)Q(s)− π
′T
D (s′)Q(s′)|

=π
′T
D (s′)Q(s′)− πTD(s)Q(s)

≤ πTD(s′)Q(s′)− πTD(s)Q(s)

≤ πTD(s)‖Q(s)−Q(s′)‖
=‖Q(s)−Q(s′)‖.

(26)

Thus, we can get, ∀Q,Q′ ∈ Q,

‖PtQ− PtQ′‖ ≤ γ|πTD(s)Q(s)− π
′T
D (s′)Q(s′)|

≤ γ‖Q−Q′‖.
(27)

Therefore, the reward sequence {Qt}t→∞ derived by the pro-
posed algorithm converges to the optimal point Q∗.
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