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The goal of this survey paper is to review various different
challenges related to use of drones in future smart cities,
related to cybersecurity, privacy, public safety, and forensics.
We will also provide representative results on cyber attacks
using drones. Rest of the paper is organized as follows.
In Section II, recent Federal Aviation Administration (FAA)
regulations related to use of drones are summarized. Section III
reviews few of the major small commercial drones which are
more pervasively available in the market. Section V discusses
how drones can be used as cyber attack tools, while Section IV
is on vulnerabilities of drones to cyber attacks. Detection and
interdiction of unauthorized and potentially malicious drones
are discussed in Section VI. Section VII lists some other
applications of drones in smart cities, such as for search and
rescue, forensics, and public safety communications. Finally,
the last section provides some concluding remarks.

Abstract—It is expected that drones will take a major role
in the connected smart cities of the future. They will be
delivering goods and merchandise, serving as mobile hot spots
for broadband wireless access, and maintaining surveillance and
security of smart cities. However, pervasive use of drones for
future smart cities also brings together several technical and
societal concerns and challenges that needs to be addressed,
including in the areas of cybersecurity, privacy, and public safety.
Drones, while can be used for the betterment of the society, can
also be used by malicious entities to conduct physical and cyber
attacks, and threaten the society. The goal of this survey paper is
to review various aspects of drones in future smart cities, relating
to cybersecurity, privacy, and public safety. We will also provide
representative results on cyber attacks using drones.
Index Terms—Drones, Internet of Things (IoT), privacy, search
and rescue, security, UAVs, VPN, WiFi Pineapple.

I.

I NTRODUCTION

An unmanned aerial vehicle (UAV), also known as drone,
is an aircraft with no pilot on board. Enabled by recent
technological advances, miniaturization, and open-source
hardware/software initiatives [1]–[3], UAVs have found several
key applications recently [4]–[10]. Their use in several
different contexts are quickly transforming from a futuristic
idea to reality. Amazon, for example, claims that seeing its
Prime Air order delivery UAVs in the sky is expected to be
as conventional as seing mail trucks on the road within the
next few years1 . Google and Facebook have been investigating
the use of a network of high-altitude balloons2 and drones3
over speciﬁc population centers for providing broadband
connectivity. Such solar-powered drones are capable of ﬂying
several years without refueling. UAVs can also be used to
deliver broadband data rates in emergency and public safety
situations through low-altitude platforms [11].

II.

R ECENT R EGULATIONS ON D RONES

For maintaining the safety of manned aircrafts and the
public, FAA in the United States have developed rules to
regulate the use of small UAVs. For example, FAA recently
required each small Unmanned Aircraft Systems (UAS) that
weighs more than 0.55 lbs and below 55 lbs to be registered
in their system4 . If not complied with the FAA regulations,
the owner of a drone can face civil and criminal penalties.
The FAA has also released a smartphone application B4UFLY5
which provides drone users awareness about any restrictions in
the location they are planning to operate the drone. The Know
Before You Fly6 campaign by FAA aims to educate public
about UAV safety and responsibilities.
Overall, FAA regulations for small UAVs include ﬂying
them under 400 feet with no obstacles around, maintaining
a line of sight with the UAV at all times, not ﬂying UAVs
within 5 miles from an airport unless permission is received
from the airport and control tower, avoiding endangering of
people or aircraft, and not ﬂying near people and stadiums.
FAA exempts public aircraft operations by issuing a Certiﬁcate
of Waiver or Authorization (COA), which allows operators
to use airspace for safety provisions. Most of the public
uses of UAVs include ﬁreﬁghting, search and rescue, and
disaster relief. For civil operations, FAA authorization can be
received either by Section 333 Exemption (i.e., by issuing a
COA), or by Special Airworthiness Certiﬁcate (SAC) in which
applicants describe about their design, software development,
and control, along with how and where they intend to ﬂy. FAA
also enforces Federal Aviation Regulations along with Law
Enforcement Agencies (LEAs) to deter, detect, investigate, and
stop unauthorized and unsafe UAV operations7 .

With the emerging proliferation of drones, it is expected
that they will take a major role in the connected smart cities
of the future. However, pervasive use of drones for future
smart cities also brings together several technical and societal
concerns and challenges that needs to be addressed, related to
cybersecurity, privacy, and public safety. Drones, while can be
used for the betterment of the society, can also be used by
malicious entities to conduct physical and cyber attacks, and
threaten the society. As the number of drones are increasing, it
becomes difﬁcult to identify and interdict potentially harmful
drones that can cause threats [12]. In [13], [14], various attack
paths to drones have been studied, leading to a complete
threat analysis of recently popular commercial UAVs. For
example, dependency of drones on GPS is investigated in [15],
which warns about threats such as GPS spooﬁng that may
result in loosing control of drones to malicious attackers. Vital
information can also be obtained from drones using network
exploits and malware based attacks.

4 http://www.faa.gov/uas/registration/.
1 http://www.amazon.com/b?node=8037720011.

5 http://www.faa.gov/uas/b4uﬂy.

2 http://www.google.com/loon/.

6 http://knowbeforeyouﬂy.org/.

3 https://info.internet.org/en/approach/.

7 https://www.faa.gov/uas/.
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III.

R EVIEW OF M AJOR S MALL UAV S

In this section, we will review and compare four
commercially available and popular small UAVs, in terms of
their basic features, wireless communications capabilities, and
security vulnerabilities: Parrot AR Drone 2.0, Bebob Drone,
Phantom 2 Vision Drone, and 3D Robotics Solo Drone.
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A. Parrot AR Drone 2.0
Parrot AR Drone is built by a French company called Parrot
and was ﬁrst revealed in 2010. Subsequently, its version 2.0
was revealed at Consumer Electronics Show (CES) Las Vegas
in 2012. It includes a 1 GHz 32 bit ARM Cortex A8 processor
with 1 Gbit RAM and supports WiFi standards IEEE 802.11
b/g/n. It comes along with a Linux machine called BusyBox8 ,
which has Unix tools in an executable ﬁle and can run over
various operating system interfaces like Linux and Android.
This drone can be controlled using various interfaces, like
using an Android or iOS app to take images and videos to
be stored in the phones and also using tools like LabVIEW
which has a dedicated tool kit to control it called AR Drone
Toolkit9 . In [16], AR Drones were used in unknown areas
for surveillance, for spying and to detect suspicious devices
and objects using an extended Kalman ﬁlter. Drones can
be controlled using various other programming languages
such as Python, javascript, and node.js10 . Due to their ease
of programming, AR Drones have been very popular, and
have been used in events such as Nodecopter11 , where many
developers come in a group of three, and are provided with
AR Drones to showcase their work to other participants.

Fig. 1: (a) Parrot AR Drone 2.0 [17], (b)Bebop Drone [18],
(c) Phantom 2 Vision [19], and (d) 3D Robotics Solo [20].

drone with the help of range extender. However, WiFi network
has no security features, and WiFi network name cannot be
changed because it should remain ﬁxed to allow the drone
to get associated with it. Range extender is a Linux machine
that uses OpenWRT13 , which always has an IP address of
192.168.1.2. Additionally, Phantom 2 Vision has two other
Linux systems: One to access the SD card to obtain the images
and recordings using IP 192.168.1.1, and other system is used
for recording and encoding using IP address 192.168.1.10.
Therefore, it is vulnerable to attacks which allows others to
access data packets and GPS coordinates of the drone14 .

B. Bebop Drone

D. 3D Robotics Solo Drone

Bebop drone is also built by Parrot, and is much powerful
compared to Parrot AR Drone 2.0. Bebop weighs around 400 g
and it uses a P7 dual core CPU, quad-core GPU, and 8 GB of
memory. It comes with a device called Skycontroller, which
is used to improve its range. One of the important features in
the drone with respect to the drone regulations is that we can
select our country in the network settings of the application,
which helps us to ﬂy the drone keeping the drone regulations
easy to obey in the selected country. Bebop drone uses an
WiFi radio type of IEEE 802.11ac, i.e. they can be operated
both in 2.4 GHz and 5 GHz range. To maximize the range
it is preferable to use 2.4 GHz WiFi and for better quality
of videos it is preferable to use 5 GHz WiFi. Bebop’s WiFi
network uses an IP address of 192.168.42.1. This drone has
an open FTP server which includes images, videos and black
box readings. Therefore, ﬂight recordings, GPS locations of
the drone, among other information, can be easily accessed by
an outsider due to open FTP server12 .

Solo Drone is manufactured by 3D Robotics and is
considered as the world’s ﬁrst smart drone with dual 1 GHz
Linux computers: one on the drone and the other on the
controller along with a GoPro camera attached to the drone.
The HD video is obtained straight from the GoPro to 3DR solo
application in an Android or an iOS phone. It uses a Pixhawk 2
autopilot with a ﬂight time of approximately 20 minutes15 .
This drone is considered to be more secure than the drones
discussed in earlier sections, because of its secured password
protection. Initially, when we try to access the drone we
connect to the network beginning with SoloLink with an initial
password sololink, which can be changed later. However, since
we have to keep the network name as SoloLink_ followed
by alphanumeric characters, it makes it easy to understand that
its the Solo drone’s network. Therefore, while cyber hacking
into the drone might be difﬁcult, a de-authentication attack can
be performed to disconnect the communication link between
drone and the controller.

C. Phantom 2 Vision Drone

IV.

Phantom 2 Vision is built by DJI, founded in 2006. It
manufactures UAVs for aerial photography. This drone uses
a mobile phone ﬁrst person view (FPV) system with wireless
connection range of up to 300 m, and supports 14 Megapixels
image resolution. Receiver range of this drone is attained with
the help of a range extender and is larger when compared
to other drones. It uses a 2.4 GHz Direct Sequence Spread
Spectrum (DSSS), within 2.4 GHz to 2.488 GHz band. Live
video is available using the DJI Vision App, connecting the

C YBER ATTACKS ON D RONES

Drones controlled by WiFi use IEEE 802.11 standards.
All the communication between the drone and ground
station controller typically use the WiFi network, which is
vulnerable to security breaches. An IBM researcher16 said that
professional drones can be hijacked because of no encryption
on their on-board chips and also can perform man-in-middle
attacks with up to two kilometers away. In particular, an
unencrypted Wi-Fi used with a drone allows any individual
to connect and hack the drone. For example, software such

8 https://busybox.net/about.html.

13 https://openwrt.org/.

9 https://ardronelabviewtoolkit.wordpress.com/.

14 https://github.com/noahwilliamsson/dji-phantom-vision.

10 https://github.com/felixge/node-ar-drone/.

15 https://3dr.com/solo-drone/.

11 http://www.nodecopter.com/.

16 http://www.theregister.co.uk/2016/04/01/hacker reveals 40 attack to
steal 28000 drones from 2km away.

12 https://github.com/cucx/bebop.
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Drone under cyber attack
(MAC: 90:03:B7:70:8B:E2)

Smartphone to control the drone Attacker performing a
(MAC: BC:F5:AC:F6:C7:57)
de-authentication attack

Fig. 2: De-authentication attack on a drone.

as Skyjack17 can be used to seek out and wirelessly control
other drones within the range, and create an army of drones.
In particular, SkyJack can detect all wireless networks and can
deactivate clients connected to a drone, and then use node.js
with node-ar-drone to control the drone. This drawback can
be solved by using Wi-Fi protected access18 , which provides
password authentication to the drone and will not be easy for
a hacker to gain access to the drone.

Fig. 3: De-authentication packets have been set from an
attacker to a Parrot AR Drone 2.0. The MAC address of the
drone is 90:03:B7:70:8B:E2, while the MAC address of
the smartphone is BC:F5:AC:F6:C7:57.

We have performed drone hijacking experiments with the
help of a WiFi Pineapple19 , AR Drone, Bebop and Phantom 2
Drone. Since these drones have WiFi, they create a wireless
network which allows users to connect to them. These access
point (AP) names are basically the drone name followed by
the last two octets of the MAC address which makes it easy
to ﬁnd them; otherwise, they can be found by scanning, using
the Organizational Unique Identiﬁers (OUI) which remains the
same for all the drones from a given manufacturing company.
Later, we try to connect to their network using the Linux
command iwconfig and we can check our connection using
ping command to their IP addresses. If we receive back an
IP message we can conﬁrm that our connection is successful
and we have complete control over the drone. We perform
these tasks using the WiFi Pineapple device which comes
with boot switches, and can run the program as soon as the
device is turned on. This helps in performing automated tasks,
e.g., every time a drone is found, commands will be executed
automatically.

secure by using a WPA 2 authentication 21 , it is possible to
disassociate them. We can also jam the complete AP network
by continuously sending disassociation packets, disallowing
anyone to connect to the network. Connection is regained
later once the de-authentication packets are stopped being
transmitted and when the client sends an association packet to
the AP. Once the client gets disconnected from the drone due to
the de-authentication attack, a link lost message is displayed.
The aireplay-ng command22 for the de-authentication
attack ﬁrsts waits to receive beacon from the BSSID and
then sends directed de-authentications as shown in Fig. 3.
In particular, the command sends 128 deauth packets, out
of which 64 packets are sent to the BSSID and 64 packets
are sent to the selected client. In the last column of Fig. 3,
ﬁrst number represents the number of ACKs received from
the client, while the second number represents the number of
ACKs received from the UAV. The ACKs for the client can
go above 64 packets when the client is actively participating
with the BSSID or when ACKs from the previous packets is
received. A number very smaller than 64 indicates the client
is far away with weak signal strength, and zero value indicates
that packets have not reached to the client.

A. De-authentication Attack
As shown in Fig. 2, we can perform a de-authentication
attack on drones by using aircrack-ng20 . Initially, a passive
scan is made to search for the wireless network. After a
network is found, using airodump-ng (from aircrack-ng),
packets from only that particular wireless network can be
ﬁltered and stored. Then the list of clients associated with
network is available and de-authentication attack can be
performed. The clients are de-authenticated using aireplay-ng
(again within aircrack-ng), which sends disassociate packets
to connected clients, for disconnecting them from the AP.

B. GPS Spooﬁng Attack
GPS spooﬁng attack is another type of cyber attack
commonly performed on drones. The communication links in
drones include incoming signals from GPS satellites, signals
notifying the drone’s presence, and a two-way link between
the ground station and the drone. GPS enables a drone’s
navigation, and due to no encryption of the signals they can
be easily spoofed. In December 2011, Iranian forces claimed
to have captured a Lockheed Martin RQ-170 Sentinel drone,
operated by United States Air Force (USAF), and President
Barack Obama asked for the return of the drone which was
initially rejected by Iranian ofﬁcials [21]. A major possibility
that may have caused the loss of the drone is a cyber attack
on the GPS system, which could be a GPS-spooﬁng attack.

In Fig. 3, a screen shot of the sent de-authentication packets
are shown, where 90:03:B7:70:8B:E2 is the BSSID of
the drone. In this experiment, aireplay-ng software is waiting
to receive a beacon frame from the Parrot AR Drone which
creates an AP for the clients to connect. After a beacon
frame is received it starts sending disassociate packets to its
connected clients. This results in the connection between the
client (in this case BC:F5:AC:F6:C7:57) and the drone
being lost. In this case, the disassociate packets are only sent
to one particular client. Even if we try to make the drone

The basic idea in GPS spooﬁng is transmitting fake GPS
coordinates to the control system of the drone. This will hijack

17 http://samy.pl/skyjack/.
18 https://github.com/daraosn/ardrone-wpa2/.
19 http://hakshop.myshopify.com/products/wiﬁ-pineapple.

21 https://github.com/daraosn/ardrone-wpa2.

20 http://www.aircrack-ng.org/.

22 http://www.aircrack-ng.org/doku.php?id=deauthentication.
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Fig. 5: (a) Experimental setup with WiFi Pineapple mounted
on a drone, and (b) Attack model using a WiFi Pineapple.

Fig. 4: GPS spooﬁng attack Scenario, which changes the actual
path of the Drone with a spoofed trajectory.
tunnel, i.e. by creating an SSH relay server25 . In this section,
we will provide one particular example on the use of drones
as cyber attack tools: snifﬁng signals using a virtual private
network (VPN).

the drone and subsequently it will be in complete control
of the attacker. For a GPS spooﬁng attack, a transmitter
is used to transmit false GPS signals forcing the victim to
synchronize with the attacker’s signals. For example, in Fig. 4,
three satellites are sending true GPS signals to the drone,
constantly allowing it to ﬂy in a desired path. An attacker
can use a transmitter to send false GPS signals, which deters
its path and sends the drone in a direction speciﬁed by the
attacker. A successful attack is conducted when attacker is
very close to the drone, or by using a directional antenna with
narrow beamwidth aiming the drone. Due to no authentication
mechanism, civilian drones can be attacked easily by delaying
signals, while attacks on military drones are complicated due
to use of authentication mechanisms [22].

A. Snifﬁng Signals using a Virtual Private Network
In order to sniff WiFi signals, a WiFi Pineapple carried
at a drone can be utilized. In our setup, we are mounting
the WiFi Pineapple on the drone along with a smartphone as
shown in Fig. 5(a), where the smartphone will provide Internet
connection to WiFi Pineapple. There are multiple ways in
which we can access the device. One of them is using an
Ethernet cable connected to the device and the laptop. And
another way is connecting it wirelessly by connecting to its
AP within its WiFi range.
Since the device mounted on the drone will be ﬂying at
heights and distances that may be far away, it is not possible to
connect using any of the above methods. Therefore, as shown
in Fig. 5(b), we created a VPN between the WiFi Pineapple
and our own devices, thus making it possible to access the
device from anywhere by just providing Internet connection
to the WiFi Pineapple. VPN is basically used for client-server
applications. The question might arise about the security of
these devices and what if an intruder tries to intercept the
server’s communication. The OpenVPN26 , which we are using
to create a virtual private network, creates a symmetric key of
size 2014 bits that is exchanged between the server and the
client using Difﬁe-Hellman key exchange.

Researchers from UT-Austin were successfully able to
demonstrate GPS spooﬁng attack, which can force a UAV
to follow a trajectory set by the spoofer, proving that such
an attack was technically and operationally feasible. For
demonstration, initially the drone was made to hover in a
particular location with the help of authentic signals. Later,
spoofed signals were transmitted and they were aligned
within the legitimate GPS signals received by the UAV. After
overpowering the authentic GPS signals, spoofer changed the
velocity and position of the UAV and another safety pilot
was used to control it from drifting away [23], [24]. Recently
in DEFCON 23, 2013, a security researcher explained how
to carry out GPS spooﬁng attacks [25] on cars and UAVs.
Initially, GPS information is captured using USRP B210
software deﬁned radio (SDR), and it is replayed back using
a bladeRF SDR. Using these devices it is also possible to
change the time and date of the GPS signal.
V.

VI.

I NTERDICTION OF U NAUTHORIZED D RONES

UAVs can be launched in any territory for constant
surveillance and monitoring, and they can also be used to
perform certain types of cyber/physical attacks that may harm
property and civilians. As the cost of the drones is going
down, the number of hobbyists and industries using them
is increasing. Thus, it gets difﬁcult to identify unauthorized
drones and bring down such drones when necessary. They
can cause danger for civilian aircrafts, and there have been
reports of near misses with UAVs and aircrafts, such as the near
collision incidents with Boeing 737 in the British Airport27 . It
is critical that small UAVs are restricted to enter protected
areas, and an unauthorized UAV that may be a potential
threat should be detected, interdicted, and brought down in
a safe zone. These have also been the major goal in MITRE

D RONES AS C YBER ATTACK T OOLS

Drones are vulnerable to many of the attacks but can also
be used in malicious and harmful ways. As discussed in23 , a
young teenager was charged to modify a drone to make it a
ﬁre handgun. In DEFCON 2124 , a security researcher used a
DJI Phantom mounted with a WiFi Pineapple to sniff wireless
signals. Built-in tools like airdoump-ng, sslstrip were used to
dissect the wireless data. The basic idea was to ﬂy the drone
and land it over a building/balcony to collect data, and bring
it back to the starting position. The connection with the WiFi
Pineapple is maintained over a 3G connection by Reverse SSH

25 https://hak5.org/episodes/hak5-1520.

23 http://www.smh.com.au/technology/web-culture.

26 https://wiki.archlinux.org/index.php/OpenVPN.

24 https://www.defcon.org/images/defcon-21/dc-21-presentations/Hill/

27 http://i-hls.com/2016/02/iata-chief-drones-pose-real-threat-to-civilian-aviations/.

DEFCON-21-Ricky-Hill-Phantom-Drone-Updated.pdf.
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Phantom Vision 2 equipped with a WiFi Pineapple. A shell
script is used with command utility called as empty, which
uses the concept of pseudo-terminals used on SSH sessions.
Here, the Parrot drone acts as the slave and WiFi Pineapple on
the Phantom drone acts as the master. Thus, as commands are
entered in the master device it will be executed in the slave
device, making it completely under the control of the WiFi
Pineapple device.
As shown in Fig. 7(b), Scotland metropolitan police are
training eagles to take down suspicious drones [28]. This idea
was very much successful as it was not required to use any
other devices and was very cost effective with no danger to
civilians. Eagles were made to consider drones as preys so
that they catch them and place them in a safe area. In [29], as
shown in Fig. 7(c), operator ﬁres a cannister with large nets
and as soon as drones rotors gets tangled, a parachute brings
the drone safely down to the ground.

Fig. 6: Threat model for UAVs in a protected area based on
MITRE Challenge framework [26].

VII.

(a)

P RIVACY, F ORENSICS , S EARCH AND R ESCUE

One of the major concerns related to the use of drones
is the privacy. It is easy to mount a camera or a device
to capture information, which may occasionally violate the
privacy of people. To overcome such concerns, Center of
Democracy and Technology (CDT) have asked FAA to
issue rules on privacy and recommend using data collection
statement to know whether the information collected will
be retained, used or disclosed. The most suitable means to
maintain privacy was considered as Privacy by Design (PbD),
which helps in maintaining standards and provides remedies
for security breaches. By adopting PbD principles, privacy
intrusion becomes limited and privacy can be ensured at an
early stage [31].

(b)

Privacy was considered a major concern when a UAV goes
beyond line of sight, but non line of sight operation is also
typically required for UAVs, such as for search and rescue
or taking a survey of an area. In early 2012, when a person
ﬂew a UAV over a slaughter house he found a pipe going
to the nearby rivers. While this was reported as a case for
endangering public health, it also created complex issues since
anyone can inspect such violations by overﬂights. Continuous
use of such overﬂights can reveal trade secrets and if these
photos go on the Internet, they can affect the businesses of
companies [32].

(c)

Fig. 7: Taking down malicious drones using (a) Net traps used
by other larger drones [27], (b) Eagle trained to catch a drone
and place in a safe zone [28], and (c) SkyWall 100 bazooka
that ﬁres giant nets [29].

Drones have various other applications in smart cities
related to search and rescue, forensics, and public safety.
During a war or in any emergency situation surveillance
of a city becomes a challenging task. In such scenarios
drones can be used conveniently to avoid human casualties.
Most drones come with HD cameras which provide real
time videos back to the ground station when they are ﬂying.
With advances in aerial technology, drones can be used in
public safety communications. During natural disasters, there
can be communication difﬁculties for public safety and in
such times drones prove to be a viable solution in creating
unmanned aerial base stations (UABs). Deploying drones in
such scenarios can improve throughput coverage and help in
saving lives [33], [34].

Challenge, summarized in Fig. 6 [26], where the threat model
shows how the trajectory of the drone can cause a threat. If
the trajectory of the UAV is outside the protected area, it is
considered to be safe. If the trajectory goes within the protected
area it needs to be detected and brought down outside of the
protected zone.
One way in which a drone could be brought down is by
using another drone. In [27], Tokyo police created a drone
squad for privacy breaches. Police department were handed
over net-carrying drones that will trap suspicious drones ﬂying
in the vicinity as shown in Fig. 7(a). Before any attempt to
trap the drone, suspicious drone operator will be warned and
if refused will be trapped and questioned further.

In [35], use of drones for spectrum monitoring and
forensics have been studied. Spectrum measurements collected
by drones can be compared to a database, which may help in
detecting and solving the interference problems. A prototype
was built in [35] using a DJI Phantom 2 to collect raw I/Q
samples and obtain the spectrogram data which was used
for signal identiﬁcation. When the drone is launched it starts
looking for interference, and when found it will try to localize
the interferer. It will also change the ﬂight plan to get next
meaningful measurement point reducing ﬂight time

Cyber hacking one drone with the help of another drone
is another possible alternative, because of the excess use
of commercial drones using a WiFi network to control the
ﬂight. This makes them open to security vulnerabilities like
de-authentication attacks or brute forcing into the drone’s WiFi
network. In [30], a Parrot AR Drone is interdicted using a
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Microdrones28 can be used for surveillance, search, and
rescue operations. They are easy to deploy and have been
tested under various climatic conditions. They provide live
camera feed in disastrous situations such as wildﬁre or heavy
snow, and can also carry thermal image cameras to identify lost
or missing people. To better the search and rescue operations
with drones, in [36], algorithms have been taught to UAVs
for autonomous ﬂying through forests. The Search with Aerial
RC Multirotor (SWARM)29 team have dedicated themselves
in search and rescue operations with drones. This worldwide
network is spread across 33 countries with over 600 drone
pilots. A related organization is UAViators30 , whose mission is
“to promote the safe, coordinated and effective use of UAVs for
data collection, payload delivery and communication services
in a wide range of humanitarian and development settings”.
VIII.

[11]

[12]
[13]

[14]
[15]
[16]

C ONCLUSION

Drones will be more pervasively used in future smart cities
for communication and surveillance, and the need for security
measures for drones is evident. In this paper, we provided a
survey on some commonly used small UAVs, possible ways
to perform cyber attacks on them, and potential interdiction
mechanisms for malicious drones. We also demonstrated
de-authentication attacks to drones, and VPN based snifﬁng
using a WiFi Pineapple carried on a drone. Our future work
includes testing a wide variety of other attacks on drones such
as jamming and GPS spooﬁng.
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